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Implemented by AI under the supervision of Tallak Tveide.
Yet another ADS: a client for Beckhoff's ADS in pure Elixir, for reading, writing and watching
the variables of TwinCAT PLCs by name, over TCP or Secure ADS, with no C in the BEAM.
It was written from Beckhoff's own documentation of ADS in the Beckhoff Information System, not
from another implementation's code, but for UDP discovery, which Beckhoff documents only in its
own open-source ADS library, and deleting routes over it, which follows Apache PLC4X. Values are Elixir terms: a structure is a map, an array a list, an
enumeration the name of its value, with the types from the PLC's own descriptions of its
variables.
Status: the client, over TCP and Secure ADS, with every ADS command, sum commands, handles and
notifications, and finding PLCs and adding routes over UDP; tested against a fake PLC in
test/support made from the same documentation, with fuzzing, a hostile router and a network
that goes wrong, and against others' ADS: Beckhoff's own libraries for .NET, pyads, jisotalo's
Node packages and Wireshark (see Tests). Tried against a real PLC, TwinCAT 3.1 4026,
reading only: its UDP port, its device info and state, all its symbols and data types, every
value, notifications, and Secure ADS up to the route; test/twincat has the tests and the PLC
program for writing and the rest. What's left is under What's missing.
Client
{:ok, plc} = ADS.Client.start_link(host: "10.0.0.5", net_id: "5.36.69.176.1.1")

{:ok, 1500} = ADS.Client.read(plc, "MAIN.nSpeed")
:ok = ADS.Client.write(plc, "MAIN.nSpeed", 1600)
{:ok, %{"nSpeed" => 1600, "fTemp" => 21.5, "eMode" => "eAuto"}} = ADS.Client.read(plc, "MAIN.stPump")
{:ok, [{:ok, 1600}, {:ok, true}]} = ADS.Client.read_many(plc, ["MAIN.nSpeed", "MAIN.bOn"])

{:error, :device_symbol_not_found} = ADS.Client.read(plc, "MAIN.nNone")
The PLC has to have a route for the client: its address, and its AMS NetId, by default the
address with .1.1 added (local_net_id: gives another). mix ads.route adds one, as below.
TwinCAT keeps the first connection from a NetId and closes those that come after it, so clients
on one machine to the same PLC share one ADS.Client, or each has a NetId and a route of its own.
The client talks to the PLC runtime on AMS port 851 unless told otherwise, with ams_port: for
the client or port: for one request.
A name is looked up once: the client asks for a handle of it and for the description of its
type, and keeps both for as long as the connection lasts. type: gives the type instead, and
also reaches data by index group and offset:
{:ok, 1500} = ADS.Client.read(plc, "MAIN.nSpeed", type: :int)
:ok = ADS.Client.write(plc, {0x4020, 4}, [1, 2, 3], type: {:array, :int, [{1, 3}]})
	PLC	Elixir
	BOOL, BIT	true, false
	SINT to ULINT, BYTE to LWORD	an integer
	REAL, LREAL	a float, or :nan, :infinity, :neg_infinity
	STRING(n), WSTRING(n)	a string; STRING in Windows-1252, or the code page given, unless its attribute TcEncoding says UTF-8, WSTRING in UCS-2
	TIME, LTIME	an integer of ms, of ns
	DATE, DATE_AND_TIME, TIME_OF_DAY, and their L versions	Date, NaiveDateTime, Time
	ARRAY	a list, nested for each dimension
	STRUCT, FUNCTION_BLOCK	a map of its members' names to their values
	UNION	a map of every member; one of them when written
	an enumeration	the name of its value, or its number if it has none

ADS.Type has the details, and ADS.Type.layout/2 lays out a structure by TwinCAT 3's rules for
one given by hand. A value that doesn't fit its type raises in the caller and is never sent.
read_many/3 and write_many/3 go in sum commands of up to 500, or one at a time to a device
without them. symbols/2 and data_types/2 upload the PLC's descriptions of all its variables
and types, and request/3 sends any of the nine ADS commands:
{:ok, %{name: "Plc30 App", version: {3, 1, 4026}}} = ADS.Client.read_device_info(plc)
{:ok, %{ads_state: :run}} = ADS.Client.read_state(plc)
{:ok, <<42::32-little>>} = ADS.Client.request(plc, {:read, 0x4020, 0, 4})
Notifications
{:ok, ref} = ADS.Client.subscribe(plc, ["MAIN.nSpeed", "MAIN.bOn"], cycle_time: 100)

receive do
  {ADS.Client, ^ref, {:value, "MAIN.nSpeed", speed, %DateTime{}}} -> speed
end
The PLC sends each value when it changes, or every cycle with mode: :cyclic, with its own
timestamp of it. When the connection drops, the subscriber hears {:disconnected, reason}, and
the values come again once it's back. After an online change, which leaves the PLC's handles
stale, the client looks names up again and adds the notifications again by itself. A
subscription ends with unsubscribe/2, or when the subscriber exits.
Connections
start_link/1 returns at once and connects in the background; a request made while it's
connecting waits for it. When the connection drops, the client reconnects by itself, after
100 ms at first and up to 5 seconds between tries; meanwhile requests fail at once with
{:error, :closed}, and status/1 says why. Up to max_pending: requests (32 by default) are
on the way at once, each with its own invoke id, so one caller doesn't wait for another's
answers. Two requests in a row that time out with nothing at all heard from the PLC since the
first was sent mean the connection is dead, as one a reboot or a broken cable left half open,
and the client reconnects; a PLC that's only slow keeps its connection.
The client never logs, and never exits the caller: every request gets a result within its
timeout. Stopped, it asks the PLC to let go of its handles and notifications, and waits for the
PLC to close its end, a second at most, so that none are left behind.
Finding PLCs, and adding routes
mix ads.route searches the network, asks which PLC and the login of a user on it, adds a route
for this machine, and connects through it:
$ mix ads.route
Searching for PLCs...

  1  CX-1234AB   10.0.0.5   5.36.69.176.1.1
  2  DESKTOP-B9  10.0.0.9   10.0.0.9.1.1

PLC (1-2, or an address): 1
User [Administrator]:
Password:
...

mix help ads.route has its options; mix ads.route 10.0.0.5 --yes asks only for the
password, mix ads.route 10.0.0.5 --delete deletes the route again, by its name, as TwinCAT
does, and sees that the PLC answers this machine before and no longer after, and
mix ads.route 10.0.0.5 --list lists the PLC's routes, through this machine's own. A firewall on
this machine that lets in only answers to what was sent, as ufw does, drops the answers to a
broadcast; a PLC asked by its address answers through it.
mix ads.info finds a PLC the same way, and shows what its system service answers, through this
machine's route:
$ mix ads.info 10.0.0.5
CX-1234AB (10.0.0.5), 5.36.69.176.1.1

  TwinCAT System 3.1.4026, in run

  Host name  CX-1234AB

  Adapter                                       MAC                DHCP  Addresses
  TwinCAT-Intel PCI Ethernet Adapter (Gigabit)  00:01:05:76:34:AE  no    10.0.0.5/24
                                                                         gateway 10.0.0.1

--state, --host-name and --adapters show only those, and --resolve NAME looks a host name
up on the PLC, with its DNS and hosts file.
ADS.Discovery does the same from code, over UDP port 48899, as TwinCAT's own Broadcast Search
and Add Route do:
{:ok, [%{address: {10, 0, 0, 5}, net_id: "5.36.69.176.1.1", version: {3, 1, 4026}} | _]} =
  ADS.Discovery.search()

# with the login of a user on the PLC: a route for this machine's address and NetId
:ok = ADS.Discovery.add_route("10.0.0.5", password: "1")
:ok = ADS.Discovery.add_route("10.0.0.5", user: "Administrator", password: "1",
  net_id: "10.0.0.7.1.1", name: "SCADA")

# and gone again
:ok = ADS.Discovery.delete_route("10.0.0.5", password: "1")

# the routes it has, over a connection of the client's
{:ok, [%ADS.Route{name: "SCADA", net_id: "10.0.0.7.1.1", address: "10.0.0.7"} | _]} =
  ADS.Client.routes(plc)

# and its host name, its network adapters, and an address it looks up, the same way
{:ok, "CX-1234AB"} = ADS.Client.host_name(plc)
{:ok, [%ADS.Adapter{mac: "00:01:05:76:34:AE", addresses: [{{10, 0, 0, 5}, _mask}]} | _]} =
  ADS.Client.adapters(plc)
{:ok, {10, 0, 0, 7}} = ADS.Client.host_address(plc, "scada-1")
add_route/2 adds a route for the NetId the client is to have, local_net_id: in
start_link/1, or by default this machine's address with .1.1 as the client's is. The password
goes over the network unencrypted, as with TwinCAT's tools; Secure ADS adds its routes inside TLS.
Beckhoff's manuals say only that discovery uses UDP 48899; what goes in it follows Beckhoff's own
ADS library (Beckhoff/ADS, MIT License), and for deleting a
route, which that library doesn't do, Apache PLC4X's description of
the protocol (Apache License 2.0). Beckhoff's own system service for .NET takes it, as
test/beckhoff checks. Listing routes is ADS, not UDP: index group 803 of the system service,
SYSTEMSERVICE_ENUMREMOTE in Beckhoff's Tc2_Utilities library, an entry for each route, laid out
as TwinCAT 3.1 4026 answers, since Beckhoff doesn't document it (see ADS.Route). So are the
host name, 702, the adapters, 701 with offset 1, and an address, 701 with offset 4: the host
name's as log4TC (Apache License 2.0) reads it, the
adapters Windows' IP_ADAPTER_INFO, as TwinCAT 3.1 4026 lays it out (see ADS.Adapter).
Code pages
A PLC's STRINGs, the names and comments of its symbols and types, and its system service's
strings, such as its host name, routes and adapters, are of one byte to a character, in the code
page of the Windows it runs on: Windows-1252 on Western Windows, which yaads takes unless told
otherwise, as Beckhoff's own libraries do. What yaads gives back is UTF-8, always; a byte the code
page has no character for comes out as U+FFFD, and writing a character it doesn't have raises
ArgumentError. A STRING with the attribute TcEncoding := 'UTF-8' is UTF-8 whatever the code
page.
{:ok, plc} = ADS.Client.start_link(host: "10.0.0.5", net_id: "5.36.69.176.1.1", codepage: :windows_1251)
{:ok, "Насос 1"} = ADS.Client.read(plc, "MAIN.sName")

{:ok, devices} = ADS.Discovery.search(codepage: :windows_1251)
and --codepage windows-1251 to the mix tasks. Codepagex
converts them, with these compiled into yaads: :windows_874 and :windows_1250 to
:windows_1258, Windows' code pages of one byte to a character, and :ascii and :iso_8859_1.
An application adds others, such as those of Asian Windows, which take long to compile, in its
config, and recompiles yaads:
# config/config.exs
config :yaads, :codepages, [:windows_932, :windows_936]
$ mix deps.compile yaads --force

Any encoding the application has configured Codepagex itself with is taken as well (see
ADS.Codepage).
Secure ADS
From TwinCAT 3.1 build 4024 on, ADS also goes inside TLS 1.2, on port 8016:
# a pre-shared key, as in the PLC's StaticRoutes.xml
ADS.Client.start_link(host: "10.0.0.5", secure: [psk: {"scada", "secret"}])

# certificates from a CA both sides trust
ADS.Client.start_link(host: "10.0.0.5",
  secure: [cacertfile: "ca.pem", certfile: "scada.crt", keyfile: "scada.key"])

# self-signed: the PLC's certificate known by its fingerprint, and a route added once
{cert, key} = ADS.Certificate.self_signed("scada")
ADS.Client.start_link(host: "10.0.0.5",
  secure: [fingerprint: "6E:3B:...", cert: cert, key: key, add_route: {"Administrator", "1"}])
The PLC's NetId comes in its answer, so net_id: may be left out. Beckhoff's manual, "TwinCAT
3 Secure ADS", has the setup on the PLC's side. It leaves out what goes inside the TLS
connection; that part follows beckhoff-secure-ads's
description. Against TwinCAT 3.1 4026, TLS and its TlsConnectInfo have been tried as far as a
route, which none was asked for: a pre-shared key that TwinCAT doesn't know is refused, and so
is a self-signed certificate without a route. With certificates TwinCAT takes only DHE-RSA with
AES-CBC and SHA-256, which OTP leaves out of its defaults, so the client offers both after them.
ADS.Discovery.info/2 gives the PLC's fingerprint, as its UDP port tells it; compare it with
the one TwinCAT shows before trusting it, as anyone on the network can answer over UDP.
Give a secure client a local_net_id: that no plain route has. A route added through Secure ADS
for the NetId of a plain route took that NetId over on TwinCAT 3.1 4026, and plain connections
from it got no answers, until the plain route was added again.
A hostile device
The client takes what comes over its connection as untrusted, from a PLC with a bug, a router
that isn't one, or anyone on the network:
	What comes	What happens
	An answer longer than max_size: (16 MB) says it is, or a frame too short for an AMS header	the connection is dropped and made again, as there's no telling where the next frame starts
	A frame of another protocol, or an AMS header whose length isn't its data's	passed over
	An answer to a request that isn't waiting, or of another command than the request's	passed over, so it can't be taken for another's answer
	An answer that doesn't fit its request, such as a read giving more than asked	{:error, {:invalid_response, data}} for that request alone
	Bytes trickled, never making a frame	they don't count as hearing from the device, so a dead connection doesn't stay open
	Notifications for handles the client never had	it asks once for each to be deleted, up to 1000, and drops the rest
	Requests addressed to the client	each answered as a service it doesn't support
	Descriptions of symbols and types that don't add up	read as far as they do; a type that can't be made out is its bytes, {:raw, size}
	A notification flagged as a response	taken as a notification, as the client sends none
	UDP datagrams from elsewhere than the device asked, or that aren't its answer	passed over; and nothing the client sends is empty, which stopped older TwinCAT routers

What's missing
	Only a client: no ADS server, and no AMS router for other clients to connect through.
	Of UDP, only finding devices and adding and deleting routes; no ADS commands over UDP. Routes are
listed over a connection of the client's, so only through a route that's there.
	No calling methods of function blocks, RPC, though their descriptions are read.
	Against a real PLC, only reading has been tried, and Secure ADS only as far as a route.

Tests
The fake PLC in test/support plays a TwinCAT PLC from the same documentation as the client: a
router on a TCP or TLS port, a data area with variables, their symbols and data types, handles,
sum commands and notifications. test/support/hostile.ex plays a router that answers as no PLC
would.
test/ads/fuzz_test.exs fuzzes with StreamData:
every packet, request, notification, value and TlsConnectInfo must encode and decode back to
itself, a value read from any bytes must write back to the same, packets cut anywhere must come
back whole, and random and corrupted bytes go into every decoder. test/ads/hardening_test.exs
sends a running client garbage, of any kind. Nothing may raise. test/ads/flaky_test.exs puts a
network between the client and the fake PLC that splits, delays, stalls and drops connections at
random: each request must have its result in time, the right one or an error, and the client must
recover. It's tagged :realtime, as it's timed, and a machine that's slow or busy can fail it
while the client isn't wrong; it runs only when asked: mix test --only realtime.
test/ads/leak_test.exs has the client do random things, online changes and dropped connections
included: the PLC must hold the notifications of its subscriptions and no more, and once it stops,
no handles or notifications at all. For more runs than StreamData's hundred:
FUZZ_RUNS=10000 mix test test/ads/fuzz_test.exs
test/twincat has tests for a real PLC, with a PLC program to run on it; they run only when
asked, as its README says:
TWINCAT_HOST=10.0.0.5 TWINCAT_NET_ID=5.36.69.176.1.1 mix test --only twincat
test/pyads runs the client against another's idea of an ADS device,
pyads's test server, used only as a device on the network
is, by what it sends. Where it differs from a PLC, the tests go around it, as they say. They
too run only when asked:
python3 -m venv ~/.venvs/pyads && ~/.venvs/pyads/bin/pip install pyads
PYADS_PYTHON=~/.venvs/pyads/bin/python mix test --only pyads
test/beckhoff runs the client against Beckhoff's own ADS libraries for .NET (MIT License): its
router, a symbolic server and the system service with its UDP port; and Beckhoff's client against
the fake PLC, to check the fake's descriptions as Beckhoff reads them. test/node runs
ads-client, a client used with real PLCs, against the
fake PLC, reading every variable by the fake's descriptions, and the client against
ads-server, notifications included; both MIT.
test/wireshark has Wireshark's dissector, through rawshark, read
every packet the client makes, field by field. All are used by what they send and their
documented API only; none of their code is read or included. Each runs only when asked, as its
README says:
mix test --only beckhoff
(cd test/node && npm ci) && mix test --only node
mix test --only wireshark
CI also runs Credo and
Dialyzer, and on the newest Elixir mix test --cover
fails below 88% of the code covered (about 92% is).
License
Copyright 2026 Tallak Tveide. Licensed under the Apache License, Version 2.0; see
LICENSE and NOTICE.
Beckhoff and TwinCAT are registered trademarks of, and licensed by, Beckhoff Automation GmbH.
yaads is not made, endorsed or supported by Beckhoff.


  

    Changelog

0.1.0
The first release: a client for ADS devices, TwinCAT PLCs above all, over TCP and over Secure ADS
(TLS, with a pre-shared key, a shared CA or self-signed certificates). It reads, writes and
subscribes to variables by name, with their types from the PLC's own descriptions, as Elixir
terms; many at once in sum commands; and any ADS command by hand. ADS.Discovery finds PLCs on
the network and adds and deletes routes on them, over UDP, ADS.Client.routes/2 lists them,
and mix ads.route does all three from the command line; ADS.Client also reads a system's
host name and network adapters, and looks up addresses on it, and mix ads.info shows them. Its
strings are UTF-8, from the PLC's code page, Windows-1252 or one given, by Codepagex. It has many
requests on the way at once, reconnects by itself, adds notifications again after a reconnect or
an online change, and never logs. The
encoding of AMS packets, commands, sum commands, symbols, data types and values is public, for
those who bring their own transport.
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                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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yaads
Copyright 2026 Tallak Tveide

This product includes software developed by Tallak Tveide, licensed under
the Apache License, Version 2.0 (see LICENSE).

It implements ADS, Beckhoff's Automation Device Specification, as Beckhoff
Automation GmbH & Co. KG documents it in the Beckhoff Information System,
and Secure ADS as Beckhoff's manual "TwinCAT 3 Secure ADS" describes it,
with what goes inside the TLS connection as described by the README of
https://github.com/kevinherron/beckhoff-secure-ads (MIT License,
Copyright (c) 2026 Kevin Herron). No text or code of those is included.

Finding devices and adding routes over UDP port 48899 follows the UDP code
of Beckhoff's own ADS library, https://github.com/Beckhoff/ADS (MIT
License; AdsLib/AdsLib.cpp, Copyright (c) 2021 - 2022 Beckhoff Automation
GmbH & Co. KG), which was read to write it. None of its code is included.

Deleting routes over UDP port 48899 follows Apache PLC4X's description of
ADS discovery, protocols/ads/src/main/resources/protocols/ads/
ads-discovery.mspec in https://github.com/apache/plc4x (Apache License 2.0,
The Apache Software Foundation), which was read to write it. None of its
text is included.

Listing routes reads the index group SYSTEMSERVICE_ENUMREMOTE (803) of
Beckhoff's Tc2_Utilities PLC library, as TwinCAT shows its constants; the
layout of an entry is as a TwinCAT 3.1 4026 system answers.

Reading a system's host name, its network adapters and the address of a
host name reads the index groups SYSTEMSERVICE_IPHOSTNAME (702) and
SYSTEMSERVICE_IPHELPERAPI (701), with the offsets IPHELPERAPI_ADAPTERSINFO
(1) and IPHELPERAPI_IPADDRBYHOSTNAME (4), of Beckhoff's Tc2_Utilities PLC
library, as TwinCAT shows its constants. That 702 is a read of 256 bytes on
AMS port 10000, answered with a string in Windows-1252 and a zero after it,
follows source/Log4Tc/Mbc.Log4Tc.Receiver/AdsHostnameService.cs in
https://github.com/mbc-engineering/log4TC (Apache License 2.0), a logging
tool for TwinCAT, which was read to write it; none of its code is
included. The list of adapters is the IP_ADAPTER_INFO structure of
Windows' GetAdaptersInfo, as Microsoft documents it; how it is laid out,
and the answers of 701, are as a TwinCAT 3.1 4026 system answers.

Strings of one byte to a character are converted by Codepagex,
https://github.com/tallakt/codepagex (Apache License 2.0, Copyright Tallak
Tveide), a dependency, which compiles the code pages yaads uses into it
from the mapping tables of the Unicode Consortium,
https://www.unicode.org/Public/MAPPINGS/, as Codepagex ships them. None of
Codepagex's code is included in yaads' source.

Beckhoff and TwinCAT are registered trademarks of, and licensed by,
Beckhoff Automation GmbH. yaads is not made, endorsed or supported by
Beckhoff.
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ADS, Beckhoff's Automation Device Specification, in pure Elixir, as a client: reading, writing
and watching the variables of a TwinCAT PLC by name, over TCP or over Secure ADS (TLS).
	ADS.Client talks to a PLC, or any other ADS device, over one connection, with many requests
on the way at once, and reconnects by itself.
	ADS.Discovery finds PLCs on the network, and adds and deletes routes on them, over UDP;
ADS.Client.routes/2 lists them, and mix ads.route does all three from the command line;
mix ads.info shows a system's state, host name and network adapters.
	ADS.Codepage is the code page of the PLC's strings, Windows-1252 unless told otherwise.
	ADS.Type turns PLC values into Elixir terms and back, from the types the PLC describes or
ones given by hand.
	ADS.Symbol and ADS.DataType are the PLC's own descriptions of its variables and types.
	ADS.AMS, ADS.Command and ADS.Sum encode and decode, for those who bring their own
transport; ADS.Secure and ADS.Certificate are for Secure ADS.

Addresses
An ADS device is reached by the AMS NetId of the system it runs on, six numbers such as
"5.36.69.176.1.1", and its AMS port on that system:
	Port	Device
	851, 852, ...	the PLC runtimes of TwinCAT 3
	801, 811, ...	the PLC runtimes of TwinCAT 2
	10000	the system service
	300	I/O
	500	NC

A NetId has nothing to do with an IP address, though it's often made from one by adding .1.1.
Inside a device, data is addressed by an index group and an index offset, both 32 bits, or by
the name of a variable, such as "MAIN.nCounter".
States
A device is in one of the ADS states, an atom here: :invalid, :idle, :reset, :init,
:start, :run, :stop, :save_config, :load_config, :power_failure, :power_good,
:error, :shutdown, :suspend, :resume, :config and :reconfig; or the number of a state
that has no name.
Errors
	{:error, name}: the device or a router answered with an ADS return code, such as
:device_symbol_not_found (see ADS.ReturnCode), or its number if it has no name
	{:error, :timeout}: no answer in time
	{:error, :closed}: there's no connection, or it was lost before the answer came
	{:error, {:invalid_response, data}}: the answer doesn't fit the request

A request that doesn't fit the protocol, or a value that doesn't fit its type, raises
ArgumentError in the caller and is never sent.

      


      
        Summary


  
    Types
  


    
      
        ams_port()

      


        An AMS port, such as 851 for the first PLC runtime of TwinCAT 3.



    


    
      
        error()

      


    


    
      
        index_group()

      


    


    
      
        index_offset()

      


    


    
      
        net_id()

      


        An AMS NetId, such as "5.36.69.176.1.1".



    


    
      
        state()

      


    





  
    Functions
  


    
      
        state_code(code)

      


        The number of an ADS state, given by name or number.



    


    
      
        state_name(code)

      


        The name of an ADS state, or its number if it has none.



    





      


      
        Types


        


  
    
      
    
    
      ams_port()



        
          
        

    

  


  

      

          @type ams_port() :: 0..65535


      


An AMS port, such as 851 for the first PLC runtime of TwinCAT 3.

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  ADS.ReturnCode.name()
  | non_neg_integer()
  | :timeout
  | :closed
  | {:invalid_response, binary()}


      



  



  
    
      
    
    
      index_group()



        
          
        

    

  


  

      

          @type index_group() :: 0..4_294_967_295


      



  



  
    
      
    
    
      index_offset()



        
          
        

    

  


  

      

          @type index_offset() :: 0..4_294_967_295


      



  



  
    
      
    
    
      net_id()



        
          
        

    

  


  

      

          @type net_id() :: String.t()


      


An AMS NetId, such as "5.36.69.176.1.1".

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() ::
  :invalid
  | :idle
  | :reset
  | :init
  | :start
  | :run
  | :stop
  | :save_config
  | :load_config
  | :power_failure
  | :power_good
  | :error
  | :shutdown
  | :suspend
  | :resume
  | :config
  | :reconfig
  | 0..65535


      



  


        

      

      
        Functions


        


  
    
      
    
    
      state_code(code)



        
          
        

    

  


  

      

          @spec state_code(state()) :: 0..65535


      


The number of an ADS state, given by name or number.
iex> ADS.state_code(:stop)
6

  



  
    
      
    
    
      state_name(code)



        
          
        

    

  


  

      

          @spec state_name(0..65535) :: state()


      


The name of an ADS state, or its number if it has none.
iex> ADS.state_name(5)
:run
iex> ADS.state_name(99)
99
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A network adapter of a TwinCAT system, as its system service lists them, for
ADS.Client.adapters/2: index group 701, SYSTEMSERVICE_IPHELPERAPI in Beckhoff's
Tc2_Utilities, offset 1, IPHELPERAPI_ADAPTERSINFO, on AMS port 10000. A read of 4 bytes
answers the size of the whole list; a read of less than that, :device_invalid_size.
Beckhoff doesn't document how the list comes; this is as TwinCAT 3.1 4026 answers. It is the
IP_ADAPTER_INFO of Windows' GetAdaptersInfo, as Microsoft documents it, laid out as a
32-bit program has it, with a 64-bit time_t: 648 bytes for each adapter, each pointer an offset
from the start of the list. All numbers are little-endian:
	Bytes	Field
	4	the offset of the next adapter, 0 after the last
	4	a combined index
	260	its name, with a zero after
	132	its description, with a zero after
	4, 8	the length of its hardware address, and the address
	4	its index
	4	its type, as MIB_IF_TYPE_* in Windows (see type/0)
	4	whether DHCP is enabled
	4	a pointer, 0
	40	its first IP address, and the offset of its next
	40	its first gateway, and the offset of its next
	40	its DHCP server
	4, 40, 40	whether it has WINS, and its two WINS servers
	8, 8	when its DHCP lease was had and when it ends

Each address of 40 bytes is the offset of the next, 0 after the last; the address and the mask
as 16 bytes of text each, with zeros after; and 4 bytes more. An adapter's further addresses come
after it, before the next adapter. 0.0.0.0 stands for none: an adapter without an address,
gateway or DHCP server lists that.
The lease times aren't read: a system has answered bytes there that aren't times, for an adapter
without DHCP; nor WINS, which TwinCAT systems don't use. The strings are in the system's code
page, as Windows' ANSI functions give them, Windows-1252 unless told otherwise (see
ADS.Codepage).

      


      
        Summary
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        t()

      


    


    
      
        type()

      


        An adapter's type, as Windows' MIB_IF_TYPE_* and IF_TYPE_IEEE80211 name them, or its number.



    





  
    Functions
  


    
      
        decode_all(bytes, codepage \\ Codepage.default())

      


        The adapters from the bytes of the list, or :error if they don't make one. No bytes are no
adapters.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ADS.Adapter{
  addresses: [{:inet.ip4_address(), :inet.ip4_address()}],
  description: String.t(),
  dhcp: boolean(),
  dhcp_server: :inet.ip4_address() | nil,
  gateways: [:inet.ip4_address()],
  index: non_neg_integer(),
  mac: String.t(),
  name: String.t(),
  type: type()
}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :other
  | :ethernet
  | :token_ring
  | :fddi
  | :ppp
  | :loopback
  | :slip
  | :wireless
  | non_neg_integer()


      


An adapter's type, as Windows' MIB_IF_TYPE_* and IF_TYPE_IEEE80211 name them, or its number.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode_all(bytes, codepage \\ Codepage.default())



        
          
        

    

  


  

      

          @spec decode_all(binary(), ADS.Codepage.t()) :: {:ok, [t()]} | :error


      


The adapters from the bytes of the list, or :error if they don't make one. No bytes are no
adapters.
iex> address = fn ip, mask -> <<0::32, ip::binary-16, mask::binary-16, 0::32>> end
iex> text = fn string -> string <> :binary.copy(<<0>>, 16 - byte_size(string)) end
iex> list =
...>   <<0::32, 9::32-little, "{5E97F165}", 0::size(250)-unit(8), "Intel Ethernet",
...>     0::size(118)-unit(8), 6::32-little, 0, 1, 5, 0x76, 0x34, 0xAE, 0, 0, 9::32-little,
...>     6::32-little, 0::32, 0::32>> <>
...>     address.(text.("10.0.0.5"), text.("255.255.255.0")) <>
...>     address.(text.("10.0.0.1"), text.("255.255.255.255")) <>
...>     address.(text.(""), text.("")) <> <<0::32>> <> address.(<<0::128>>, <<0::128>>) <>
...>     address.(<<0::128>>, <<0::128>>) <> <<0::128>>
iex> ADS.Adapter.decode_all(list)
{:ok, [%ADS.Adapter{name: "{5E97F165}", description: "Intel Ethernet",
                    mac: "00:01:05:76:34:AE", index: 9, type: :ethernet, dhcp: false,
                    addresses: [{{10, 0, 0, 5}, {255, 255, 255, 0}}],
                    gateways: [{10, 0, 0, 1}], dhcp_server: nil}]}
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A connection to an ADS device, usually a TwinCAT PLC, over TCP or Secure ADS.
{:ok, plc} = ADS.Client.start_link(host: "10.0.0.5", net_id: "5.36.69.176.1.1")

{:ok, 1500} = ADS.Client.read(plc, "MAIN.nSpeed")
:ok = ADS.Client.write(plc, "MAIN.nSpeed", 1600)
{:ok, %{"nSpeed" => 1600, "fTemp" => 21.5}} = ADS.Client.read(plc, "MAIN.stPump")
{:ok, [{:ok, 1600}, {:ok, true}]} = ADS.Client.read_many(plc, ["MAIN.nSpeed", "MAIN.bOn"])

{:error, :device_symbol_not_found} = ADS.Client.read(plc, "MAIN.nNone")
The client talks to one system, by its AMS NetId, and to the PLC runtime on AMS port 851 unless
told otherwise: ams_port: for the client, or port: for one request. Every request gets its
result within its timeout, as a value: the client never exits the caller, and it never logs.
The errors are those listed in ADS.
Routes
A TwinCAT system talks only to clients it has a route for: the client's NetId and its address,
added in TwinCAT's engineering, its system tray menu or a target's web interface. The client's
NetId is :local_net_id, by default its IP address on the connection with .1.1 added. To a
client without a route, the system closes the connection, and the client tries again. So it does
to a second connection from a NetId it's already connected to: clients on one machine to the
same system share one client, or each has a NetId and a route of its own.
Variables by name
read/3 and write/4 reach a variable by its name, as the PLC knows it, "MAIN.nSpeed" or
"GVL.astPumps[2].fTemp". The client asks the PLC for a handle of the name, and for the
descriptions of its type (see ADS.Symbol and ADS.DataType), and keeps both for as long as
the connection lasts. Values are Elixir terms as in ADS.Type: a structure is a map, an array a
list. A handle that has gone stale, as after an online change, is looked up again, once.
type: gives the type instead, which saves asking for its description, and also reaches data by
index group and offset:
{:ok, 1500} = ADS.Client.read(plc, "MAIN.nSpeed", type: :int)
{:ok, 42} = ADS.Client.read(plc, {0x4020, 0}, type: :dint)
:ok = ADS.Client.write(plc, {0x4020, 4}, [1, 2, 3], type: {:array, :int, [{1, 3}]})
read_many/3 and write_many/3 read and write many at once, in sum commands of up to 500, or
one at a time with a device that has none. symbols/2 and data_types/2 upload all of the
PLC's descriptions, and request/3 sends any ADS command (see ADS.Command).
Notifications
subscribe/3 asks the PLC to send a variable's value when it changes, or every cycle, to the
subscriber, the caller by default:
{:ok, ref} = ADS.Client.subscribe(plc, ["MAIN.nSpeed", "MAIN.bOn"], cycle_time: 100)

# the current values at once, then each change
receive do
  {ADS.Client, ^ref, {:value, "MAIN.nSpeed", speed, %DateTime{}}} -> speed
end
	Message	When
	{ADS.Client, ref, {:value, target, value, timestamp}}	a value, with the PLC's time of it in UTC
	{ADS.Client, ref, {:disconnected, reason}}	the connection dropped; the values come again once it's back
	{ADS.Client, ref, {:error, target, reason}}	a notification couldn't be added again, after a reconnect or an online change; the target is left out

A subscription ends with unsubscribe/2, or when the subscriber exits. Beckhoff recommends at
most 550 notifications for a device.
Many requests at once
Up to :max_pending requests are on the way at once, matched to their answers by invoke id;
more wait in the client, within their own timeouts. Callers may share a client, and
send_request/3 lets one process have many requests out.
Connections
start_link/1 returns at once, and the client connects in the background: a request made while
it's connecting waits for the connection. When the connection drops, the client connects again
by itself, after 100 ms at first and up to 5 seconds between attempts (:backoff), and adds its
subscriptions' notifications again. While it's down, requests fail at once with
{:error, :closed}, and status/1 says why. Two requests in a row that time out with nothing at
all heard since the first was sent mean the connection is dead, and the client reconnects.
Secure ADS
secure: connects to port 8016 with TLS 1.2, as ADS.Secure describes, in one of three ways:
# a pre-shared key, as in the PLC's StaticRoutes.xml
secure: [psk: {"scada", "secret"}]

# certificates from a CA both sides trust
secure: [cacertfile: "ca.pem", certfile: "scada.crt", keyfile: "scada.key"]

# self-signed: the PLC's certificate known by its fingerprint, and a route added once
secure: [fingerprint: "6E:3B:...", certfile: "scada.pem", keyfile: "scada.key",
         add_route: {"Administrator", "1"}]
The PLC's NetId comes in its answer, so net_id: may be left out.
	Option	
	:psk	{identity, password}
	:cacerts, :cacertfile	the CA, for certificates from one
	:fingerprint	the SHA-256 of the PLC's self-signed certificate in hex, as TwinCAT shows it, or :any
	:cert and :key, or :certfile and :keyfile	the client's own certificate, for both kinds
	:add_route	{user, password} of a user on the PLC, to add a route for a self-signed certificate
	:ignore_cn	true for certificates that don't name their host: the PLC's isn't checked, and the PLC is asked not to check the client's
	:ip_address	true for a route that names the client by address rather than host name
	:hostname	the name the client gives, by default its host name
	:ssl	more options for OTP's :ssl

Options
	:host - the PLC's host name or address (required)
	:net_id - the PLC's AMS NetId, such as "5.36.69.176.1.1" (required, except with
secure:)
	:ams_port - the AMS port of the device (default 851, the first PLC runtime)
	:local_net_id - the client's NetId, as the PLC's route has it (default the client's IP
address on the connection, with .1.1)
	:local_ams_port - the client's AMS port (default one picked from 32768 to 65535, the range
for clients)
	:port - the TCP port (default 48898, or 8016 with secure:)
	:secure - Secure ADS, as above
	:timeout - how long a request may take, in ms, waiting its turn included (default 5000)
	:max_pending - how many requests may be on the way at once (default 32)
	:connect_timeout - in ms (default 5000)
	:backoff - {first, longest} wait between attempts to connect, in ms
(default {100, 5000})
	:max_size - the most data an answer may have, in bytes (default 16 MB)
	:codepage - of the system's strings of one byte to a character: its STRINGs, the names
and comments of its symbols and types, its host name, routes and adapters, and Secure ADS's
host name and login (default :windows_1252; see ADS.Codepage)
	:name - to register the process


      


      
        Summary


  
    Types
  


    
      
        item()

      


        A target, and the type of its value if it's to be given rather than looked up.



    


    
      
        target()

      


        A variable, by its name, or by index group and offset (which needs a type).



    





  
    Functions
  


    
      
        adapters(client, opts \\ [])

      


        The network adapters of the system, with their addresses, as its system service lists them (see
ADS.Adapter). port: asks another AMS port than 10000.



    


    
      
        data_type(client, name, opts \\ [])

      


        The PLC's description of a data type, by name; see ADS.DataType.



    


    
      
        data_types(client, opts \\ [])

      


        Uploads the descriptions of all the PLC's data types.



    


    
      
        host_address(client, name, opts \\ [])

      


        The IPv4 address the system finds for a host name, as its system service looks it up: on the
system, so with its DNS and its hosts file. port: asks another AMS port than 10000.



    


    
      
        host_name(client, opts \\ [])

      


        The host name of the system, as its system service answers it. port: asks another AMS port
than 10000.



    


    
      
        info(client)

      


        The status, and the AMS addresses of both ends as {net_id, port}: the client's own, and the
device's, once known.



    


    
      
        read(client, target, opts \\ [])

      


        Reads a variable, by its name or by {index_group, index_offset} with type:, and gives its
value as ADS.Type has it.



    


    
      
        read_device_info(client, opts \\ [])

      


        Reads the name and version of the device, such as %{name: "Plc30 App", version: {3, 1, 4026}}.



    


    
      
        read_many(client, items, opts \\ [])

      


        Reads many variables at once, each a name, or {target, type}, and gives a result for each, in
order: {:ok, value} or {:error, reason}.



    


    
      
        read_state(client, opts \\ [])

      


        Reads the ADS state of the device, :run for a running PLC, and its device state.



    


    
      
        request(client, request, opts \\ [])

      


        Sends a request and waits for its result; see ADS.Command for both. port: sends it to
another AMS port than the client's, and timeout: overrides the client's for it.



    


    
      
        routes(client, opts \\ [])

      


        The routes of the system, as its system service lists them: the clients and systems it talks
to, by name, NetId and address (see ADS.Route). port: asks another AMS port than 10000.



    


    
      
        send_request(client, request, opts \\ [])

      


        Sends a request without waiting for it, and returns a reference. The result comes as a message
to the caller, or to the process to: in opts



    


    
      
        start_link(opts)

      


        Starts a client, linked to the caller, with the options above. It returns at once, and connects
in the background. Raises ArgumentError for options that don't make sense.



    


    
      
        status(client)

      


        Whether the client is connected: :connected, :connecting, or {:disconnected, reason} with
the reason it last couldn't connect or lost its connection, such as :econnrefused or
:closed.



    


    
      
        stop(client)

      


        Closes the connection and stops the client, letting go of its handles and notifications: it
waits for the device to close its end too, so that it has read them, for a second at most.



    


    
      
        subscribe(client, items, opts \\ [])

      


        Asks the PLC to send the values of variables, each a name or {target, type}, to the
subscriber; see "Notifications" above.



    


    
      
        symbol(client, name, opts \\ [])

      


        The PLC's description of a variable, by name; see ADS.Symbol.



    


    
      
        symbols(client, opts \\ [])

      


        Uploads the descriptions of all the PLC's variables.



    


    
      
        type(client, name, opts \\ [])

      


        The ADS.Type of a type name: built in, or as the PLC describes it, and those its description
refers to. The client keeps the types it has looked up for as long as the connection lasts.



    


    
      
        unsubscribe(client, ref)

      


        Ends a subscription, and asks the PLC to delete its notifications.



    


    
      
        write(client, target, value, opts \\ [])

      


        Writes a variable, by its name or by {index_group, index_offset} with type:. Raises
ArgumentError for a value that doesn't fit its type, before writing anything.



    


    
      
        write_control(client, ads_state, opts \\ [])

      


        Changes the ADS state of the device: :run starts a PLC, :stop stops it, and :reset resets
it. device_state: and data: go along, 0 and nothing by default.



    


    
      
        write_many(client, pairs, opts \\ [])

      


        Writes many variables at once, each {target, value} or {target, value, type}, and gives a
result for each, in order: :ok or {:error, reason}. Raises ArgumentError for a value that
doesn't fit its type, before writing anything.



    





      


      
        Types


        


  
    
      
    
    
      item()



        
          
        

    

  


  

      

          @type item() :: target() | {target(), ADS.Type.t()}


      


A target, and the type of its value if it's to be given rather than looked up.

  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: String.t() | {ADS.index_group(), ADS.index_offset()}


      


A variable, by its name, or by index group and offset (which needs a type).

  


        

      

      
        Functions


        


    

  
    
      
    
    
      adapters(client, opts \\ [])



        
          
        

    

  


  

      

          @spec adapters(GenServer.server(), keyword()) ::
  {:ok, [ADS.Adapter.t()]} | {:error, ADS.error()}


      


The network adapters of the system, with their addresses, as its system service lists them (see
ADS.Adapter). port: asks another AMS port than 10000.
{:ok, [%ADS.Adapter{addresses: [{{10, 0, 0, 5}, {255, 255, 255, 0}}]} | _]} =
  ADS.Client.adapters(plc)

  



    

  
    
      
    
    
      data_type(client, name, opts \\ [])



        
          
        

    

  


  

      

          @spec data_type(GenServer.server(), String.t(), keyword()) ::
  {:ok, ADS.DataType.t()} | {:error, ADS.error()}


      


The PLC's description of a data type, by name; see ADS.DataType.

  



    

  
    
      
    
    
      data_types(client, opts \\ [])



        
          
        

    

  


  

      

          @spec data_types(GenServer.server(), keyword()) ::
  {:ok, [ADS.DataType.t()]} | {:error, ADS.error()}


      


Uploads the descriptions of all the PLC's data types.

  



    

  
    
      
    
    
      host_address(client, name, opts \\ [])



        
          
        

    

  


  

      

          @spec host_address(GenServer.server(), String.t(), keyword()) ::
  {:ok, :inet.ip4_address()} | {:error, ADS.error()}


      


The IPv4 address the system finds for a host name, as its system service looks it up: on the
system, so with its DNS and its hosts file. port: asks another AMS port than 10000.
{:ok, {10, 0, 0, 7}} = ADS.Client.host_address(plc, "scada-1")
{:error, :device_not_found} = ADS.Client.host_address(plc, "nowhere.invalid")

  



    

  
    
      
    
    
      host_name(client, opts \\ [])



        
          
        

    

  


  

      

          @spec host_name(GenServer.server(), keyword()) ::
  {:ok, String.t()} | {:error, ADS.error()}


      


The host name of the system, as its system service answers it. port: asks another AMS port
than 10000.
{:ok, "CX-1234AB"} = ADS.Client.host_name(plc)

  



  
    
      
    
    
      info(client)



        
          
        

    

  


  

      

          @spec info(GenServer.server()) :: %{
  status: :connected | :connecting | {:disconnected, term()},
  local: {ADS.net_id(), ADS.ams_port()} | nil,
  remote: {ADS.net_id(), ADS.ams_port()} | nil
}


      


The status, and the AMS addresses of both ends as {net_id, port}: the client's own, and the
device's, once known.

  



    

  
    
      
    
    
      read(client, target, opts \\ [])



        
          
        

    

  


  

      

          @spec read(GenServer.server(), target(), keyword()) ::
  {:ok, term()} | {:error, ADS.error()}


      


Reads a variable, by its name or by {index_group, index_offset} with type:, and gives its
value as ADS.Type has it.

  



    

  
    
      
    
    
      read_device_info(client, opts \\ [])



        
          
        

    

  


  

      

          @spec read_device_info(GenServer.server(), keyword()) ::
  {:ok, %{name: String.t(), version: {byte(), byte(), 0..65535}}}
  | {:error, ADS.error()}


      


Reads the name and version of the device, such as %{name: "Plc30 App", version: {3, 1, 4026}}.

  



    

  
    
      
    
    
      read_many(client, items, opts \\ [])



        
          
        

    

  


  

      

          @spec read_many(GenServer.server(), [item()], keyword()) ::
  {:ok, ok: term(), error: ADS.error()}


      


Reads many variables at once, each a name, or {target, type}, and gives a result for each, in
order: {:ok, value} or {:error, reason}.
{:ok, [{:ok, 1500}, {:error, :device_symbol_not_found}, {:ok, 42}]} =
  ADS.Client.read_many(plc, ["MAIN.nSpeed", "MAIN.nNone", {{0x4020, 0}, :dint}])

  



    

  
    
      
    
    
      read_state(client, opts \\ [])



        
          
        

    

  


  

      

          @spec read_state(GenServer.server(), keyword()) ::
  {:ok, %{ads_state: ADS.state(), device_state: 0..65535}}
  | {:error, ADS.error()}


      


Reads the ADS state of the device, :run for a running PLC, and its device state.

  



    

  
    
      
    
    
      request(client, request, opts \\ [])



        
          
        

    

  


  

      

          @spec request(GenServer.server(), ADS.Command.request(), keyword()) ::
  ADS.Command.result()


      


Sends a request and waits for its result; see ADS.Command for both. port: sends it to
another AMS port than the client's, and timeout: overrides the client's for it.
ADS.Client.request(plc, {:read, 0x4020, 0, 4})
ADS.Client.request(plc, :read_state, port: 10000)

  



    

  
    
      
    
    
      routes(client, opts \\ [])



        
          
        

    

  


  

      

          @spec routes(GenServer.server(), keyword()) ::
  {:ok, [ADS.Route.t()]} | {:error, ADS.error()}


      


The routes of the system, as its system service lists them: the clients and systems it talks
to, by name, NetId and address (see ADS.Route). port: asks another AMS port than 10000.
{:ok, [%ADS.Route{name: "scada", net_id: "10.0.0.7.1.1", address: "10.0.0.7"} | _]} =
  ADS.Client.routes(plc)

  



    

  
    
      
    
    
      send_request(client, request, opts \\ [])



        
          
        

    

  


  

      

          @spec send_request(GenServer.server(), ADS.Command.request(), keyword()) ::
  reference()


      


Sends a request without waiting for it, and returns a reference. The result comes as a message
to the caller, or to the process to: in opts:
{ADS.Client, ref, result}
It comes within the timeout, unless the client itself stops; monitor the client to hear of that.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a client, linked to the caller, with the options above. It returns at once, and connects
in the background. Raises ArgumentError for options that don't make sense.

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(GenServer.server()) :: :connected | :connecting | {:disconnected, term()}


      


Whether the client is connected: :connected, :connecting, or {:disconnected, reason} with
the reason it last couldn't connect or lost its connection, such as :econnrefused or
:closed.

  



  
    
      
    
    
      stop(client)



        
          
        

    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Closes the connection and stops the client, letting go of its handles and notifications: it
waits for the device to close its end too, so that it has read them, for a second at most.

  



    

  
    
      
    
    
      subscribe(client, items, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server(), item() | [item()], keyword()) ::
  {:ok, reference()} | {:error, ADS.error()}


      


Asks the PLC to send the values of variables, each a name or {target, type}, to the
subscriber; see "Notifications" above.
	:mode - :on_change, the value when it changes, checked every cycle time (the default),
or :cyclic, every cycle time
	:cycle_time - in ms (default 100)
	:max_delay - the longest the PLC may hold a value back, to send it along with others, in ms
(default 0)
	:to - the subscriber (default the caller)


  



    

  
    
      
    
    
      symbol(client, name, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol(GenServer.server(), String.t(), keyword()) ::
  {:ok, ADS.Symbol.t()} | {:error, ADS.error()}


      


The PLC's description of a variable, by name; see ADS.Symbol.

  



    

  
    
      
    
    
      symbols(client, opts \\ [])



        
          
        

    

  


  

      

          @spec symbols(GenServer.server(), keyword()) ::
  {:ok, [ADS.Symbol.t()]} | {:error, ADS.error()}


      


Uploads the descriptions of all the PLC's variables.

  



    

  
    
      
    
    
      type(client, name, opts \\ [])



        
          
        

    

  


  

      

          @spec type(GenServer.server(), String.t(), keyword()) ::
  {:ok, ADS.Type.t()} | {:error, ADS.error()}


      


The ADS.Type of a type name: built in, or as the PLC describes it, and those its description
refers to. The client keeps the types it has looked up for as long as the connection lasts.
{:ok, {:struct, 16, [{"nSpeed", 0, :int}, {"fTemp", 8, :lreal}]}} = ADS.Client.type(plc, "ST_Pump")

  



  
    
      
    
    
      unsubscribe(client, ref)



        
          
        

    

  


  

      

          @spec unsubscribe(GenServer.server(), reference()) :: :ok


      


Ends a subscription, and asks the PLC to delete its notifications.

  



    

  
    
      
    
    
      write(client, target, value, opts \\ [])



        
          
        

    

  


  

      

          @spec write(GenServer.server(), target(), term(), keyword()) ::
  :ok | {:error, ADS.error()}


      


Writes a variable, by its name or by {index_group, index_offset} with type:. Raises
ArgumentError for a value that doesn't fit its type, before writing anything.

  



    

  
    
      
    
    
      write_control(client, ads_state, opts \\ [])



        
          
        

    

  


  

      

          @spec write_control(GenServer.server(), ADS.state(), keyword()) ::
  :ok | {:error, ADS.error()}


      


Changes the ADS state of the device: :run starts a PLC, :stop stops it, and :reset resets
it. device_state: and data: go along, 0 and nothing by default.

  



    

  
    
      
    
    
      write_many(client, pairs, opts \\ [])



        
          
        

    

  


  

      

          @spec write_many(
  GenServer.server(),
  [{target(), term()} | {target(), term(), ADS.Type.t()}],
  keyword()
) ::
  {:ok, [:ok | {:error, ADS.error()}]}


      


Writes many variables at once, each {target, value} or {target, value, type}, and gives a
result for each, in order: :ok or {:error, reason}. Raises ArgumentError for a value that
doesn't fit its type, before writing anything.

  


        

      


  

    
ADS.Codepage 
    



      
The code page of the strings of one byte to a character a TwinCAT system has: its PLC's
STRINGs, the names and comments of its symbols and types, and the strings of its system
service and router, such as its host name, routes and adapters. Windows-1252 unless told
otherwise, with codepage: to ADS.Client, ADS.Discovery and the mix tasks, as Beckhoff's own
libraries read them on Western Windows; a system on Windows of another language has that one's.
Codepagex converts them. yaads has these compiled in:
:ascii, :iso_8859_1, and Windows' code pages of one byte to a character, :windows_874 and
:windows_1250 to :windows_1258. The application adds others in its config, by Codepagex's
aliases or names, and recompiles yaads (mix deps.compile yaads --force):
# config/config.exs
config :yaads, :codepages, [:windows_932, "VENDORS/MICSFT/WINDOWS/CP949"]
An encoding Codepagex itself has, as configured for the application, is taken too.
What comes out is UTF-8, always: a byte the code page has no character for is "\uFFFD".

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An alias of Codepagex's, such as :windows_1251, or a full name.



    





  
    Functions
  


    
      
        available()

      


        The code pages compiled into yaads, by Codepagex's full names.



    


    
      
        check!(codepage)

      


        The code page, if yaads or Codepagex has it; else an ArgumentError that says how to add it.



    


    
      
        decode(bytes, codepage \\ :windows_1252)

      


        A string from the code page, in UTF-8.



    


    
      
        default()

      


        Windows-1252.



    


    
      
        encode!(string, codepage \\ :windows_1252)

      


        A string in the code page; ArgumentError for one with characters it doesn't have.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: atom() | String.t()


      


An alias of Codepagex's, such as :windows_1251, or a full name.

  


        

      

      
        Functions


        


  
    
      
    
    
      available()



        
          
        

    

  


  

      

          @spec available() :: [String.t()]


      


The code pages compiled into yaads, by Codepagex's full names.

  



  
    
      
    
    
      check!(codepage)



        
          
        

    

  


  

      

          @spec check!(t()) :: t()


      


The code page, if yaads or Codepagex has it; else an ArgumentError that says how to add it.
iex> ADS.Codepage.check!(:windows_1251)
:windows_1251

  



    

  
    
      
    
    
      decode(bytes, codepage \\ :windows_1252)



        
          
        

    

  


  

      

          @spec decode(binary(), t()) :: String.t()


      


A string from the code page, in UTF-8.
iex> ADS.Codepage.decode(<<"Gr", 0xFC, 0xDF, "e ", 0x80>>)
"Grüße €"
iex> ADS.Codepage.decode(<<0xC0, 0xE1, 0x98>>, :windows_1251)
"Аб�"

  



  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: t()


      


Windows-1252.

  



    

  
    
      
    
    
      encode!(string, codepage \\ :windows_1252)



        
          
        

    

  


  

      

          @spec encode!(String.t(), t()) :: binary()


      


A string in the code page; ArgumentError for one with characters it doesn't have.
iex> ADS.Codepage.encode!("Grüße €")
<<"Gr", 0xFC, 0xDF, "e ", 0x80>>

  


        

      


  

    
ADS.DataType 
    



      
A PLC's description of one of its data types: a structure and its members, an array, an
enumeration and its values, or another name for a type.
ADS.Client.data_type/3 asks for one by name (index group 0xF011), and
ADS.Client.data_types/2 uploads all of them (0xF00E, their size from 0xF00F). Each is an
entry of variable length, whose members are entries of their own inside it:
	Bytes	Field
	4	the entry's length, padding included
	4	version, 1
	4, 4	hash values
	4	size in bytes
	4	offset, of a member in its structure
	4	ADS data type id (see ADS.Type.id_name/1)
	4	flags
	2, 2, 2	lengths of the name, the type and the comment
	2	dimensions of an array
	2	members of a structure
	...	the name, the type and the comment, each with a zero after it
	8 each	for each dimension, its first index and its number of elements
	...	each member, an entry of its own
	16	the type's GUID, if flagged (0x0080)
	size	a copy mask, if flagged (0x0200)
	...	methods, if flagged (0x0800): a count of 2 bytes, then entries of their own length
	...	attributes, if flagged (0x1000), as a symbol's (see ADS.Symbol)
	...	enumeration values, if flagged (0x2000): a count of 2 bytes, then each with a byte for the length of its name, the name and a zero, and the value in as many bytes as the type

Beckhoff's manuals don't describe this layout either; it's written here from general knowledge
of the format, not from another implementation's code, and is yet to be checked against a PLC.
What follows the members is read as far as it makes sense, and left out after that. In a
structure, the offset and size of a BIT member (flagged 0x0020) count bits.
to_type/2 makes an ADS.Type of a description, for reading and writing its values.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bytes, codepage \\ ADS.Codepage.default())

      


        The data type entry at the start of the bytes, as in the answer to a request by name; its
strings in UTF-8 if they are, as plain ASCII is, or else in the code page (see ADS.Codepage).



    


    
      
        decode_all(bytes, codepage \\ ADS.Codepage.default())

      


        Every data type entry in the bytes, as uploaded; the strings as for decode/2.



    


    
      
        to_type(t, resolve)

      


        The ADS.Type of a data type. resolve gives the type of a name the description refers to,
with the size it must have, as {:ok, type}, or anything else when it can't; ADS.Client asks
the PLC. What can't be made out, such as a member whose type is unknown, is {:raw, size}: its
bytes, so that the rest still decode.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ADS.DataType{
  array: [{integer(), non_neg_integer()}],
  attributes: %{required(String.t()) => String.t()},
  comment: String.t(),
  data_type: atom() | non_neg_integer(),
  enum: [{String.t(), integer()}],
  flags: non_neg_integer(),
  guid: String.t() | nil,
  hash: non_neg_integer(),
  members: [t()],
  name: String.t(),
  offset: non_neg_integer(),
  size: non_neg_integer(),
  type: String.t(),
  type_hash: non_neg_integer(),
  version: non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(bytes, codepage \\ ADS.Codepage.default())



        
          
        

    

  


  

      

          @spec decode(binary(), ADS.Codepage.t()) :: {:ok, t()} | :error


      


The data type entry at the start of the bytes, as in the answer to a request by name; its
strings in UTF-8 if they are, as plain ASCII is, or else in the code page (see ADS.Codepage).

  



    

  
    
      
    
    
      decode_all(bytes, codepage \\ ADS.Codepage.default())



        
          
        

    

  


  

      

          @spec decode_all(binary(), ADS.Codepage.t()) :: {:ok, [t()]} | :error


      


Every data type entry in the bytes, as uploaded; the strings as for decode/2.

  



  
    
      
    
    
      to_type(t, resolve)



        
          
        

    

  


  

      

          @spec to_type(t(), (String.t(), non_neg_integer() -> {:ok, ADS.Type.t()} | term())) ::
  ADS.Type.t()


      


The ADS.Type of a data type. resolve gives the type of a name the description refers to,
with the size it must have, as {:ok, type}, or anything else when it can't; ADS.Client asks
the PLC. What can't be made out, such as a member whose type is unknown, is {:raw, size}: its
bytes, so that the rest still decode.
iex> pump = %ADS.DataType{name: "ST_Pump", size: 16, data_type: :big_type, members: [
...>   %ADS.DataType{name: "nSpeed", type: "INT", size: 2, offset: 0, data_type: :int16},
...>   %ADS.DataType{name: "fTemp", type: "LREAL", size: 8, offset: 8, data_type: :real64}]}
iex> ADS.DataType.to_type(pump, fn _name, _size -> :error end)
{:struct, 16, [{"nSpeed", 0, :int}, {"fTemp", 8, :lreal}]}

  


        

      


  

    
ADS.Discovery 
    



      
Finding ADS devices on the network, and adding routes to them, over UDP port 48899, as
TwinCAT's own Broadcast Search and Add Route do:
{:ok, [%{address: {10, 0, 0, 5}, net_id: "5.36.69.176.1.1"}]} = ADS.Discovery.search()
{:ok, %{net_id: "5.36.69.176.1.1"}} = ADS.Discovery.info("10.0.0.5")
:ok = ADS.Discovery.add_route("10.0.0.5", password: "1")
A PLC lets in only clients it has a route for: their AMS NetId, and the address they come from.
add_route/2 adds one with the login of a user on the PLC, Administrator unless told otherwise,
for the NetId the client is to use, by default its address with .1.1 as ADS.Client takes
it, so that a client can connect after without TwinCAT's tools. The password goes over the
network as it is, as with TwinCAT's tools; Secure ADS adds routes inside TLS instead (see
ADS.Secure).
Beckhoff's manuals say only that discovery goes over UDP port 48899. What goes in it follows
Beckhoff's own ADS library (github.com/Beckhoff/ADS, MIT
License), which asks a device for its NetId over it, and adds routes; deleting them follows
Apache PLC4X's description of the protocol (plc4x.apache.org,
Apache License 2.0). Each datagram, request or answer, is:
	Bytes	Field
	4	0x71146603
	4	an invoke id, 0, which the answer has too
	4	the service: 1 for a device's info, 6 to add a route, 7 to delete one; with 0x80000000 added in the answer
	6, 2	an AMS NetId and port, the sender's: in a request to add a route, the route's NetId
	4	the number of tags
	...	the tags, each a 2-byte id, the length of its value in 2 bytes, and the value

To add or delete a route, the tags are the route's name (12), its NetId (7), the user (13), the
password (2) and the client's address (5), the strings with a zero after them, in Windows-1252
here as in Secure ADS; the answer's tag 1 is its result, a return code of 4 bytes. All numbers
are little-endian.
An answer is taken only from the address asked, with the service and invoke id of the request;
anything else that comes is passed over. Nothing sent is ever empty, which older TwinCAT
routers stopped at (Beckhoff's advisory 2019-004).

      


      
        Summary


  
    Types
  


    
      
        datagram()

      


        A datagram, as encode/1 takes it, its invoke id 0 if left out, and decode/1 gives it.



    


    
      
        device()

      


        A device that answered: its IP address, AMS NetId, and the tags of its answer, {id, value},
and of those, as TwinCAT 3.1 4026 has them



    





  
    Functions
  


    
      
        add_route(host, opts)

      


        Adds a route on a device, for a client to connect with.



    


    
      
        decode(arg1)

      


        A datagram that came, or :error if it isn't one. Its tags are read as far as they go, and as
many as it says it has, at most.



    


    
      
        delete_route(host, opts)

      


        Deletes a route on a device, with the login of a user on it, as add_route/2 adds one and with
the same options. TwinCAT 3.1 4026 deletes the route of the name, by default the address, as
add_route/2 names it: give the name it was added with. Another route with the same NetId stays.



    


    
      
        encode(datagram)

      


        A datagram as bytes to send.



    


    
      
        info(host, opts \\ [])

      


        Asks one device for its info: its AMS NetId above all.



    


    
      
        search(opts \\ [])

      


        Asks every device on the network for its info, and gives those that answer in time, in the
order they did. A firewall on this machine that lets in only answers to what was sent, as ufw
does, drops theirs, as they come from another address than the broadcast went to; info/2
asks one device by its address, and its answer gets through.



    





      


      
        Types


        


  
    
      
    
    
      datagram()



        
          
        

    

  


  

      

          @type datagram() :: %{
  :service => 0..4_294_967_295,
  optional(:invoke_id) => 0..4_294_967_295,
  net_id: ADS.NetId.t(),
  port: ADS.ams_port(),
  tags: [{0..65535, binary()}]
}


      


A datagram, as encode/1 takes it, its invoke id 0 if left out, and decode/1 gives it.

  



  
    
      
    
    
      device()



        
          
        

    

  


  

      

          @type device() :: %{
  address: :inet.ip4_address(),
  net_id: ADS.net_id(),
  name: String.t() | nil,
  version: {byte(), byte(), 0..65535} | nil,
  fingerprint: String.t() | nil,
  tags: [{0..65535, binary()}]
}


      


A device that answered: its IP address, AMS NetId, and the tags of its answer, {id, value},
and of those, as TwinCAT 3.1 4026 has them:
	name - its name, tag 5, the tag of a computer's name in a route
	version - TwinCAT's, tag 3, such as {3, 1, 4026}
	fingerprint - the SHA-256 of its certificate for Secure ADS, tag 18, in hex as TwinCAT
shows it and secure: [fingerprint: ...] takes it. It comes over UDP, which anyone on the
network can answer: compare it with the one TwinCAT shows before trusting it.

Each is nil if the device doesn't give it.

  


        

      

      
        Functions


        


  
    
      
    
    
      add_route(host, opts)



        
          
        

    

  


  

      

          @spec add_route(String.t() | :inet.ip4_address(), keyword()) :: :ok | {:error, term()}


      


Adds a route on a device, for a client to connect with.
	:password - of the user on the device (required)
	:user - (default "Administrator")
	:net_id - the client's NetId, as it's to start with local_net_id: if it's not the
default: its address with .1.1
	:address - the client's address, as the device is to know it (default the address it
sends from)
	:name - the route's name (default the address)
	:port - the UDP port (default 48899)
	:timeout - in ms (default 5000)
	:codepage - of the strings (default Windows-1252; see ADS.Codepage)

:ok once the device has added the route, or {:error, reason}: an ADS return code if it
wouldn't, such as for a wrong password, or :timeout.

  



  
    
      
    
    
      decode(arg1)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, datagram()} | :error


      


A datagram that came, or :error if it isn't one. Its tags are read as far as they go, and as
many as it says it has, at most.

  



  
    
      
    
    
      delete_route(host, opts)



        
          
        

    

  


  

      

          @spec delete_route(String.t() | :inet.ip4_address(), keyword()) ::
  :ok | {:error, term()}


      


Deletes a route on a device, with the login of a user on it, as add_route/2 adds one and with
the same options. TwinCAT 3.1 4026 deletes the route of the name, by default the address, as
add_route/2 names it: give the name it was added with. Another route with the same NetId stays.
:ok once the device has deleted it, or {:error, reason} as for add_route/2:
:device_not_found from Beckhoff's own system service for a route it hasn't. Beckhoff's router
lets a connection that's open stay, its route deleted. TwinCAT 3.1 4026's answer doesn't tell
whether there was such a route: it has answered :ok, and :device_error, to deleting one it
hadn't. So mix ads.route --delete sees that the device answers this machine over ADS before,
and not after, on a new connection.

  



  
    
      
    
    
      encode(datagram)



        
          
        

    

  


  

      

          @spec encode(datagram()) :: binary()


      


A datagram as bytes to send.

  



    

  
    
      
    
    
      info(host, opts \\ [])



        
          
        

    

  


  

      

          @spec info(String.t() | :inet.ip4_address(), keyword()) ::
  {:ok, device()} | {:error, term()}


      


Asks one device for its info: its AMS NetId above all.
	:port - the UDP port (default 48899)
	:timeout - in ms (default 5000)
	:codepage - of its name (default Windows-1252; see ADS.Codepage)


  



    

  
    
      
    
    
      search(opts \\ [])



        
          
        

    

  


  

      

          @spec search(keyword()) :: {:ok, [device()]} | {:error, :inet.posix()}


      


Asks every device on the network for its info, and gives those that answer in time, in the
order they did. A firewall on this machine that lets in only answers to what was sent, as ufw
does, drops theirs, as they come from another address than the broadcast went to; info/2
asks one device by its address, and its answer gets through.
	:to - the addresses to ask, broadcast or not (default {255, 255, 255, 255}, and the
broadcast address of each network this machine is on)
	:port - the UDP port (default 48899)
	:timeout - how long to wait for answers, in ms (default 2000)
	:codepage - of the devices' names (default Windows-1252; see ADS.Codepage)


  


        

      


  

    
ADS.ReturnCode 
    



      
The return codes of ADS, which a device or a router answers with when something goes wrong.
Each has a name, Beckhoff's identifier in snake case with its words spelled out, and the prefix
of its group kept: ERR_TARGETPORTNOTFOUND is :target_port_not_found,
ROUTERERR_MAILBOXFULL is :router_mailbox_full, ADSERR_DEVICE_SYMBOLNOTFOUND is
:device_symbol_not_found, ADSERR_CLIENT_SYNCTIMEOUT is :client_sync_timeout and
RTERR_INTERNAL is :rt_internal.
	Codes	Group
	0x0 to 0x1E	the AMS router and transport
	0x500 to 0x50D	the router's resources
	0x700 to 0x739	the device: :device_...
	0x740 to 0x756	Beckhoff's client libraries: :client_...
	0x1000 to 0x101A	the real-time system: :rt_...

Windows and .NET show them as HRESULTs, 0x9811_0000 plus the code, which name/1 takes too.
iex> ADS.ReturnCode.name(0x710)
:device_symbol_not_found
iex> ADS.ReturnCode.name(0x9811_0006)
:target_port_not_found
iex> ADS.ReturnCode.name(0x799)
1945
iex> ADS.ReturnCode.code(:device_symbol_version_invalid)
0x711

      


      
        Summary


  
    Types
  


    
      
        name()

      


        The name of a return code, an atom; see the table of ADS.ReturnCode.



    





  
    Functions
  


    
      
        all()

      


        All return codes and their names.



    


    
      
        code(code)

      


        The number of a return code, given by name or number.



    


    
      
        name(code)

      


        The name of a return code, or the code itself if it has none.



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() :: atom()


      


The name of a return code, an atom; see the table of ADS.ReturnCode.

  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: %{required(non_neg_integer()) => name()}


      


All return codes and their names.

  



  
    
      
    
    
      code(code)



        
          
        

    

  


  

      

          @spec code(name() | non_neg_integer()) :: non_neg_integer()


      


The number of a return code, given by name or number.

  



  
    
      
    
    
      name(code)



        
          
        

    

  


  

      

          @spec name(non_neg_integer()) :: name() | non_neg_integer()


      


The name of a return code, or the code itself if it has none.

  


        

      


  

    
ADS.Route 
    



      
A route of a TwinCAT system, as its system service lists them, one entry at a time, for
ADS.Client.routes/2: index group 803, SYSTEMSERVICE_ENUMREMOTE in Beckhoff's Tc2_Utilities,
on AMS port 10000, the entry's index as the offset. After the last, the system answers
:device_no_more_handles.
Beckhoff documents the index group, and the fields of a route (ST_AmsRouteEntry), but not how
an entry comes; this layout is as TwinCAT 3.1 4026 answers. All numbers are little-endian:
	Bytes	Field
	6	the route's AMS NetId
	2	its transport, 1 for TCP/IP
	4	its flags
	4	its timeout, in ms
	16	zeros
	4, 4, 4	the lengths of its address, its name, and a third string, each with a zero after
	...	the address, the name, and the third, empty on every route seen

Of the flags, Beckhoff names 0x1, temporary, 0x2, dynamic, a host name rather than an
address, and 0x4, not to be overridden (see flags/1); TwinCAT sets others as well, such as
0x8 and 0x40, which it doesn't name. The strings are in the system's code page, Windows-1252
unless told otherwise (see ADS.Codepage).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bytes, codepage \\ Codepage.default())

      


        A route from the bytes of an entry, or :error if they don't make one.



    


    
      
        flags(route)

      


        The flags of a route that Beckhoff names, and :unknown with the bits it doesn't, if any.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ADS.Route{
  address: String.t(),
  flags: non_neg_integer(),
  name: String.t(),
  net_id: ADS.net_id(),
  timeout: non_neg_integer(),
  transport: atom() | non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(bytes, codepage \\ Codepage.default())



        
          
        

    

  


  

      

          @spec decode(binary(), ADS.Codepage.t()) :: {:ok, t()} | :error


      


A route from the bytes of an entry, or :error if they don't make one.
iex> entry =
...>   <<10, 0, 0, 7, 1, 1, 1::16-little, 0::32, 60_000::32-little, 0::128, 9::32-little,
...>     6::32-little, 0::32, "10.0.0.7", 0, "scada", 0>>
iex> ADS.Route.decode(entry)
{:ok, %ADS.Route{name: "scada", net_id: "10.0.0.7.1.1", address: "10.0.0.7",
                 transport: :tcp_ip, flags: 0, timeout: 60_000}}

  



  
    
      
    
    
      flags(route)



        
          
        

    

  


  

      

          @spec flags(t()) :: [:temporary | :dynamic | :no_override | {:unknown, pos_integer()}]


      


The flags of a route that Beckhoff names, and :unknown with the bits it doesn't, if any.
iex> ADS.Route.flags(%ADS.Route{flags: 0x41})
[:temporary, {:unknown, 0x40}]

  


        

      


  

    
ADS.Symbol 
    



      
A PLC's description of one of its variables: its name, the name of its type, where it is, and
how big.
A PLC has a table of its symbols when the project is built with symbols, as TwinCAT does by
default. ADS.Client.symbol/3 asks for one by name (index group 0xF009), and
ADS.Client.symbols/2 uploads all of them (0xF00B, its size from 0xF00F). Each is an entry
of variable length:
	Bytes	Field
	4	the entry's length, padding included
	4, 4	index group and offset
	4	size in bytes
	4	ADS data type id (see ADS.Type.id_name/1)
	4	flags
	2, 2, 2	lengths of the name, the type and the comment
	...	the name, the type and the comment, each with a zero after it
	16	the type's GUID, if flagged (0x0008)
	...	attributes, if flagged (0x1000): a count of 2 bytes, then each with a byte for the length of its name and one for its value, and both with a zero after

Beckhoff's manuals don't describe this layout, only how to ask for it; it's written here from
general knowledge of the format, not from another implementation's code, and is yet to be
checked against a PLC.
Beckhoff recommends reaching a variable by a handle from its name, as ADS.Client does, rather
than by its index group and offset, which change when the program does.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bytes, codepage \\ ADS.Codepage.default())

      


        The symbol entry at the start of the bytes, as in the answer to a request by name; its strings
in UTF-8 if they are, as plain ASCII is, or else in the code page (see ADS.Codepage).



    


    
      
        decode_all(bytes, codepage \\ ADS.Codepage.default())

      


        Every symbol entry in the bytes, as uploaded; the strings as for decode/2.



    


    
      
        flags(symbol)

      


        The flags of a symbol by name, those that are known: :persistent, :read_only and so on.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ADS.Symbol{
  attributes: %{required(String.t()) => String.t()},
  comment: String.t(),
  data_type: atom() | non_neg_integer(),
  flags: non_neg_integer(),
  guid: String.t() | nil,
  index_group: ADS.index_group(),
  index_offset: ADS.index_offset(),
  name: String.t(),
  size: non_neg_integer(),
  type: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(bytes, codepage \\ ADS.Codepage.default())



        
          
        

    

  


  

      

          @spec decode(binary(), ADS.Codepage.t()) :: {:ok, t()} | :error


      


The symbol entry at the start of the bytes, as in the answer to a request by name; its strings
in UTF-8 if they are, as plain ASCII is, or else in the code page (see ADS.Codepage).

  



    

  
    
      
    
    
      decode_all(bytes, codepage \\ ADS.Codepage.default())



        
          
        

    

  


  

      

          @spec decode_all(binary(), ADS.Codepage.t()) :: {:ok, [t()]} | :error


      


Every symbol entry in the bytes, as uploaded; the strings as for decode/2.

  



  
    
      
    
    
      flags(symbol)



        
          
        

    

  


  

      

          @spec flags(t()) :: [atom()]


      


The flags of a symbol by name, those that are known: :persistent, :read_only and so on.

  


        

      


  

    
ADS.Type 
    



      
The data types of a TwinCAT PLC, and their values as Elixir terms.
	PLC	Type	Value
	BOOL	:bool	true or false
	BYTE, WORD, DWORD, LWORD	:byte, :word, :dword, :lword	an integer
	SINT, USINT, INT, UINT, DINT, UDINT, LINT, ULINT	:sint, :usint, :int, ... :ulint	an integer
	REAL, LREAL	:real, :lreal	a float, or :nan, :infinity, :neg_infinity
	STRING(n)	{:string, n}, {:string, n, :utf8}, or {:string, n, codepage}	a string
	WSTRING(n)	{:wstring, n}	a string
	TIME, LTIME	:time, :ltime	an integer of ms, or of ns
	TIME_OF_DAY, LTIME_OF_DAY	:time_of_day, :ltime_of_day	a Time
	DATE, LDATE	:date, :ldate	a Date
	DATE_AND_TIME, LDATE_AND_TIME	:date_and_time, :ldate_and_time	a NaiveDateTime
	ARRAY [a..b, c..d] OF T	{:array, t, [{a, b}, {c, d}]}	a list, nested for each dimension
	STRUCT, FUNCTION_BLOCK	{:struct, size, [{name, offset, t}]}	a map of the members' names to their values
	UNION	{:union, size, [{name, offset, t}]}	a map of every member; one at a time when written
	an enumeration	{:enum, t, [{name, value}]}	the name of the value, or its number if it has none
	BIT, in a structure	:bit	true or false
	anything else	{:raw, size}	its bytes

iex> ADS.Type.encode(:int, -2)
<<254, 255>>
iex> ADS.Type.decode({:string, 10}, "Pump 1" <> <<0::40>>)
{:ok, "Pump 1"}
iex> ADS.Type.parse("ARRAY [1..3] OF LREAL")
{:ok, {:array, :lreal, [{1, 3}]}}
Numbers are little-endian, as everything in ADS. A STRING(n) takes n + 1 bytes, the last for the
zero that ends it, and holds Windows-1252, as Beckhoff's own libraries read it, unless declared
with the attribute 'TcEncoding' := 'UTF-8', or of another code page, {:string, n, codepage}
(see ADS.Codepage and codepage/2); what comes out is UTF-8, always. A WSTRING(n) takes 2(n + 1), in UCS-2, which has no characters past U+FFFF. TIME counts ms and
LTIME ns; TIME_OF_DAY ms since midnight and LTIME_OF_DAY ns; DATE and DATE_AND_TIME seconds since
1970, and LDATE and LDATE_AND_TIME ns, as signed 64-bit numbers. A PLC's dates and times have no
time zone, so they are naive here; LDATE_AND_TIME and LTIME_OF_DAY keep microseconds, dropping
the last three digits of their ns. A time of day past midnight, which no PLC makes but bytes can
hold, is its number.
A structure's members, a union's and an array's elements are where the PLC puts them: given by
the PLC's description of the type, or by layout/2, which follows TwinCAT 3's rules for
alignment. In a structure, the offset of a :bit member counts bits, from the lowest bit of the
structure's first byte.
encode/2 raises ArgumentError for a value that doesn't fit its type, such as 70000 as an INT
or a struct with a member missing. decode/2 never raises for any bytes of the right size.

      


      
        Summary


  
    Types
  


    
      
        member()

      


        A member of a structure: its name, offset in bytes (in bits for :bit), and type.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        check!(type)

      


        The type itself, if it's one; raises ArgumentError if it isn't, as for a member that doesn't
fit in its structure.



    


    
      
        codepage(type, codepage)

      


        The type with its STRINGs in the code page, those that aren't of one already, nor UTF-8: as
ADS.Client reads and writes the PLC's with the code page it has.



    


    
      
        decode(type, bytes)

      


        A value from its bytes, or :error if there aren't as many as the type takes.



    


    
      
        encode(type, value)

      


        A value as bytes; raises ArgumentError if it doesn't fit the type.



    


    
      
        from_id(id, size)

      


        The type of a value of size bytes by its ADS data type id alone, or nil: for when a type's name
says nothing parse/2 knows.



    


    
      
        id_name(id)

      


        The name of an ADS data type id, as a symbol or a data type describes itself, or the id if it
has none: :int16 for 2, :big_type for 65, the id of structures and arrays.



    


    
      
        layout(members, opts \\ [])

      


        A structure of members, each {name, type}, placed by TwinCAT 3's rules for alignment: each
member at an offset that's a multiple of the size of its type, or of :pack_mode if that's
smaller; strings at any byte; consecutive BIT members together in bytes; and the structure as a
whole a multiple of its most aligned member in size, so that an array of them stays aligned.



    


    
      
        parse(name, size \\ nil)

      


        The type of a PLC type name, for the types TwinCAT has built in, strings, arrays of them, and
subranges such as INT (0..100); :error for any other, such as a structure, whose description
the PLC has. POINTER TO, REFERENCE TO, XINT and the like are as big as the target's addresses,
which size, the size of a value, tells.



    


    
      
        size(type)

      


        The size of a type's values in bytes.



    





      


      
        Types


        


  
    
      
    
    
      member()



        
          
        

    

  


  

      

          @type member() :: {String.t(), non_neg_integer(), t()}


      


A member of a structure: its name, offset in bytes (in bits for :bit), and type.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  :bool
  | :bit
  | :byte
  | :word
  | :dword
  | :lword
  | :sint
  | :usint
  | :int
  | :uint
  | :dint
  | :udint
  | :lint
  | :ulint
  | :real
  | :lreal
  | :time
  | :ltime
  | :date
  | :date_and_time
  | :time_of_day
  | :ldate
  | :ldate_and_time
  | :ltime_of_day
  | {:string, non_neg_integer()}
  | {:string, non_neg_integer(), :utf8 | ADS.Codepage.t()}
  | {:wstring, non_neg_integer()}
  | {:array, t(), [{integer(), integer()}]}
  | {:struct, non_neg_integer(), [member()]}
  | {:union, non_neg_integer(), [member()]}
  | {:enum, t(), [{String.t(), integer()}]}
  | {:raw, non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check!(type)



        
          
        

    

  


  

      

          @spec check!(term()) :: t()


      


The type itself, if it's one; raises ArgumentError if it isn't, as for a member that doesn't
fit in its structure.

  



  
    
      
    
    
      codepage(type, codepage)



        
          
        

    

  


  

      

          @spec codepage(t(), ADS.Codepage.t()) :: t()


      


The type with its STRINGs in the code page, those that aren't of one already, nor UTF-8: as
ADS.Client reads and writes the PLC's with the code page it has.
iex> ADS.Type.codepage({:array, {:string, 10}, [{1, 2}]}, :windows_1251)
{:array, {:string, 10, :windows_1251}, [{1, 2}]}

  



  
    
      
    
    
      decode(type, bytes)



        
          
        

    

  


  

      

          @spec decode(t(), binary()) :: {:ok, term()} | :error


      


A value from its bytes, or :error if there aren't as many as the type takes.

  



  
    
      
    
    
      encode(type, value)



        
          
        

    

  


  

      

          @spec encode(t(), term()) :: binary()


      


A value as bytes; raises ArgumentError if it doesn't fit the type.

  



  
    
      
    
    
      from_id(id, size)



        
          
        

    

  


  

      

          @spec from_id(atom() | non_neg_integer(), non_neg_integer()) :: t() | nil


      


The type of a value of size bytes by its ADS data type id alone, or nil: for when a type's name
says nothing parse/2 knows.
iex> ADS.Type.from_id(:uint16, 2)
:uint
iex> ADS.Type.from_id(:string, 81)
{:string, 80}
iex> ADS.Type.from_id(:big_type, 12)
nil

  



  
    
      
    
    
      id_name(id)



        
          
        

    

  


  

      

          @spec id_name(non_neg_integer()) :: atom() | non_neg_integer()


      


The name of an ADS data type id, as a symbol or a data type describes itself, or the id if it
has none: :int16 for 2, :big_type for 65, the id of structures and arrays.

  



    

  
    
      
    
    
      layout(members, opts \\ [])



        
          
        

    

  


  

      

          @spec layout([{String.t(), t()}], keyword()) :: t()


      


A structure of members, each {name, type}, placed by TwinCAT 3's rules for alignment: each
member at an offset that's a multiple of the size of its type, or of :pack_mode if that's
smaller; strings at any byte; consecutive BIT members together in bytes; and the structure as a
whole a multiple of its most aligned member in size, so that an array of them stays aligned.
	:pack_mode - 8, TwinCAT 3's default, or 4, 2, 1 or 0 (none), as with the attribute
'pack_mode' of the structure; TwinCAT 2 had 1 on x86

For a structure on the PLC, the description the PLC has of its type is surer.
iex> ADS.Type.layout([{"fVar", :lreal}, {"nVar1", :dint}, {"nVar2", :sint}])
{:struct, 16, [{"fVar", 0, :lreal}, {"nVar1", 8, :dint}, {"nVar2", 12, :sint}]}
iex> ADS.Type.layout([{"nVar2", :sint}, {"fVar", :lreal}], pack_mode: 1)
{:struct, 9, [{"nVar2", 0, :sint}, {"fVar", 1, :lreal}]}

  



    

  
    
      
    
    
      parse(name, size \\ nil)



        
          
        

    

  


  

      

          @spec parse(String.t(), non_neg_integer() | nil) :: {:ok, t()} | :error


      


The type of a PLC type name, for the types TwinCAT has built in, strings, arrays of them, and
subranges such as INT (0..100); :error for any other, such as a structure, whose description
the PLC has. POINTER TO, REFERENCE TO, XINT and the like are as big as the target's addresses,
which size, the size of a value, tells.
iex> ADS.Type.parse("STRING(80)")
{:ok, {:string, 80}}
iex> ADS.Type.parse("ARRAY [0..1, -1..1] OF INT")
{:ok, {:array, :int, [{0, 1}, {-1, 1}]}}
iex> ADS.Type.parse("POINTER TO REAL", 8)
{:ok, :ulint}
iex> ADS.Type.parse("ST_Pump")
:error

  



  
    
      
    
    
      size(type)



        
          
        

    

  


  

      

          @spec size(t()) :: non_neg_integer()


      


The size of a type's values in bytes.

  


        

      


  

    
ADS.Certificate 
    



      
X.509 certificates for Secure ADS, as DER binaries.
With self-signed certificates, each side makes its own, and knows the other's by its
fingerprint. The client's is made once and kept, since the PLC remembers it when the route is
added:
{cert, key} = ADS.Certificate.self_signed("scada")
:ok = ADS.Certificate.write("scada.pem", cert)
:ok = ADS.Certificate.write_key("scada.key", key)
ADS.Certificate.fingerprint(cert)
With a CA, the certificates come from it, and these functions read them.

      


      
        Summary


  
    Types
  


    
      
        private_key()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        fingerprint(der)

      


        A certificate's fingerprint: the SHA-256 of its DER, as 64 hexadecimal digits, as TwinCAT shows
its own in the About TwinCAT dialog.



    


    
      
        read(path)

      


        Reads a certificate from a DER or PEM file.



    


    
      
        read_key(path)

      


        Reads a private key from a PEM file.



    


    
      
        self_signed(name, opts \\ [])

      


        Makes a self-signed certificate and its private key, with a common name: the name of the client,
as the PLC compares it with the route unless told to ignore it.



    


    
      
        write(path, der)

      


        Writes a certificate as DER, or PEM if the path ends in .pem.



    


    
      
        write_key(path, key)

      


        Writes an RSA private key as PEM.



    





      


      
        Types


        


  
    
      
    
    
      private_key()



        
          
        

    

  


  

      

          @type private_key() :: tuple()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fingerprint(der)



        
          
        

    

  


  

      

          @spec fingerprint(t()) :: String.t()


      


A certificate's fingerprint: the SHA-256 of its DER, as 64 hexadecimal digits, as TwinCAT shows
its own in the About TwinCAT dialog.

  



  
    
      
    
    
      read(path)



        
          
        

    

  


  

      

          @spec read(Path.t()) :: t()


      


Reads a certificate from a DER or PEM file.

  



  
    
      
    
    
      read_key(path)



        
          
        

    

  


  

      

          @spec read_key(Path.t()) :: private_key()


      


Reads a private key from a PEM file.

  



    

  
    
      
    
    
      self_signed(name, opts \\ [])



        
          
        

    

  


  

      

          @spec self_signed(String.t(), keyword()) :: {t(), private_key()}


      


Makes a self-signed certificate and its private key, with a common name: the name of the client,
as the PLC compares it with the route unless told to ignore it.
	:hostnames - DNS names and IP addresses for its subject alternative name (default the
common name)
	:days - how long it's valid (default 3650)
	:key_size - RSA key bits (default 2048)


  



  
    
      
    
    
      write(path, der)



        
          
        

    

  


  

      

          @spec write(Path.t(), t()) :: :ok | {:error, File.posix()}


      


Writes a certificate as DER, or PEM if the path ends in .pem.

  



  
    
      
    
    
      write_key(path, key)



        
          
        

    

  


  

      

          @spec write_key(Path.t(), private_key()) :: :ok | {:error, File.posix()}


      


Writes an RSA private key as PEM.

  


        

      


  

    
ADS.Secure 
    



      
Secure ADS: ADS inside TLS 1.2, to port 8016, from TwinCAT 3.1 build 4024 on.
Beckhoff's manual, "TwinCAT 3 Secure ADS", describes the three ways the two ends agree on keys,
and how to set them up on the PLC; what goes inside the TLS connection it leaves out. That part
is as described by https://github.com/kevinherron/beckhoff-secure-ads, and is yet to be checked
against a PLC:
	TLS 1.2, with a certificate on both sides, or a pre-shared key.
	The client sends a TlsConnectInfo, and the PLC answers with one (connect_info/4).
	AMS packets follow, each without the AMS/TCP header in front, as the AMS header holds
their length (see ADS.AMS).

	Mode	Keys	On the PLC
	Pre-shared key	an identity and a password, and TLS-PSK with the key psk_key/2	an entry under Server/Tls/Psk in its StaticRoutes.xml
	Shared CA	a certificate for each side from a CA both trust	the CA, its own certificate and key under Server/Tls
	Self-signed	each side its own certificate, the PLC's known by its SHA-256 fingerprint	a route, added once with the login of a user on the PLC (add_route:)

A TlsConnectInfo is 64 bytes, with a user's name and password after them when adding a route:
	Bytes	Field
	2	length, 64 and the credentials
	2	flags
	1	version, 1
	1	error, in the PLC's answer: 0, or 1 for the TLS version, 2 a certificate's name, 3 an unknown certificate, 4 an unknown user
	6	the NetId of the sender
	1, 1	lengths of the user name and the password
	18	reserved, zeros
	32	the sender's host name, with zeros after
	...	the user name and the password

Its strings are in Windows-1252, as are the PSK identity and password.
The flags are, from the lowest bit: :response, in the PLC's answer; :ams_allowed;
:server_info; :own_file; :self_signed, for self-signed certificates; :ip_address, for a
route that names the client by its address rather than its host name; :ignore_cn, for
certificates whose common name isn't the name of their host; and :add_remote, to add a route.
ADS.Client takes all this as secure:; this module has the parts, for tests and those who
bring their own transport.
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        connect_info()

      


    


    
      
        flag()

      


    





  
    Functions
  


    
      
        connect_info(flags, net_id, hostname, credentials \\ nil, codepage \\ Codepage.default())

      


        A TlsConnectInfo, with credentials to add a route, or nil; the strings in the code page (see
ADS.Codepage). The host name is cut to 31 bytes.



    


    
      
        decode_connect_info(bytes, codepage \\ Codepage.default())

      


        The first TlsConnectInfo in the bytes: {:ok, info, rest}, :more for the start of one, or
:error for one that can't be, longer than 512 bytes or shorter than 64. The strings are in
the code page.



    


    
      
        fingerprint(der)

      


        A certificate's fingerprint as Secure ADS compares them: the SHA-256 of its DER, as 64
hexadecimal digits; the same as ADS.Certificate.fingerprint/1.



    


    
      
        psk_key(identity, password, codepage \\ Codepage.default())

      


        The pre-shared key of an identity and a password, as TwinCAT makes it: the SHA-256 of the
identity in upper case followed by the password, both in the code page.
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      connect_info()



        
          
        

    

  


  

      

          @type connect_info() :: %{
  flags: [flag()],
  version: byte(),
  error:
    nil
    | :version
    | :cn_mismatch
    | :unknown_certificate
    | :unknown_user
    | byte(),
  net_id: ADS.NetId.t(),
  hostname: String.t(),
  credentials: {String.t(), String.t()} | nil
}


      



  



  
    
      
    
    
      flag()



        
          
        

    

  


  

      

          @type flag() ::
  :response
  | :ams_allowed
  | :server_info
  | :own_file
  | :self_signed
  | :ip_address
  | :ignore_cn
  | :add_remote


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      connect_info(flags, net_id, hostname, credentials \\ nil, codepage \\ Codepage.default())



        
          
        

    

  


  

      

          @spec connect_info(
  [flag()],
  ADS.NetId.t(),
  String.t(),
  {String.t(), String.t()} | nil,
  ADS.Codepage.t()
) :: binary()


      


A TlsConnectInfo, with credentials to add a route, or nil; the strings in the code page (see
ADS.Codepage). The host name is cut to 31 bytes.
iex> info = ADS.Secure.connect_info([:self_signed], <<10, 0, 0, 7, 1, 1>>, "scada")
iex> byte_size(info)
64
iex> {:ok, %{flags: [:self_signed], hostname: "scada"}, ""} = ADS.Secure.decode_connect_info(info)

  



    

  
    
      
    
    
      decode_connect_info(bytes, codepage \\ Codepage.default())



        
          
        

    

  


  

      

          @spec decode_connect_info(binary(), ADS.Codepage.t()) ::
  {:ok, connect_info(), binary()} | :more | :error


      


The first TlsConnectInfo in the bytes: {:ok, info, rest}, :more for the start of one, or
:error for one that can't be, longer than 512 bytes or shorter than 64. The strings are in
the code page.

  



  
    
      
    
    
      fingerprint(der)



        
          
        

    

  


  

      

          @spec fingerprint(binary()) :: String.t()


      


A certificate's fingerprint as Secure ADS compares them: the SHA-256 of its DER, as 64
hexadecimal digits; the same as ADS.Certificate.fingerprint/1.

  



    

  
    
      
    
    
      psk_key(identity, password, codepage \\ Codepage.default())



        
          
        

    

  


  

      

          @spec psk_key(String.t(), String.t(), ADS.Codepage.t()) :: <<_::256>>


      


The pre-shared key of an identity and a password, as TwinCAT makes it: the SHA-256 of the
identity in upper case followed by the password, both in the code page.

  


        

      


  

    
ADS.AMS 
    



      
AMS packets, which carry every ADS command and response: a 32-byte AMS header with the addresses
of both ends, the command, flags, the length of the data, an error code and an invoke id, then
the data. All numbers are little-endian.
Over TCP, to port 48898, each packet has the 6-byte AMS/TCP header in front: two reserved bytes,
which must be 0, and the length of the packet. Inside Secure ADS's TLS, on port 8016, packets go
without it, as the AMS header holds their length too. encode/2 and decode/3 take :tcp or
:tls for the one or the other.
iex> packet = %ADS.AMS{target: <<5, 36, 69, 176, 1, 1>>, target_port: 851,
...>   source: <<10, 0, 0, 7, 1, 1>>, source_port: 32905, command: 4, invoke_id: 1}
iex> frame = ADS.AMS.encode(packet)
iex> byte_size(frame)
38
iex> {:ok, ^packet, ""} = ADS.AMS.decode(frame)
A request has state flags 0x0004, an ADS command, and a response 0x0005; the client picks
the invoke id, and the device copies it into its response.
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        framing()

      


        With the AMS/TCP header in front, as over TCP, or without, as inside Secure ADS.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(buffer, framing \\ :tcp, max_data \\ 16_777_216)

      


        The first packet in what has come over a connection so far



    


    
      
        encode(packet, framing \\ :tcp)

      


        A packet as bytes to send.



    


    
      
        request_flags()

      


        The state flags of a request, 0x0004.



    


    
      
        response?(ams)

      


        Whether a packet is a response, by the lowest bit of its state flags.



    


    
      
        response_flags()

      


        The state flags of a response, 0x0005.
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          @type framing() :: :tcp | :tls


      


With the AMS/TCP header in front, as over TCP, or without, as inside Secure ADS.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ADS.AMS{
  command: 0..65535,
  data: binary(),
  error_code: 0..4_294_967_295,
  invoke_id: 0..4_294_967_295,
  source: ADS.NetId.t(),
  source_port: ADS.ams_port(),
  state_flags: 0..65535,
  target: ADS.NetId.t(),
  target_port: ADS.ams_port()
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      decode(buffer, framing \\ :tcp, max_data \\ 16_777_216)



        
          
        

    

  


  

      

          @spec decode(binary(), framing(), non_neg_integer()) ::
  {:ok, t(), binary()}
  | {:discard, binary()}
  | :more
  | {:error, :invalid_length}


      


The first packet in what has come over a connection so far:
	{:ok, packet, rest} for a whole packet
	:more for the start of one
	{:discard, rest} for a frame that isn't an AMS packet, with reserved bytes other than 0 in
its AMS/TCP header, or a length that doesn't agree with its AMS header's
	{:error, :invalid_length} for one longer than max_data bytes of data allows, or too short
for an AMS header, after which there's no telling where the next starts

The start of a packet, and one too short:
iex> ADS.AMS.decode(<<0, 0, 32, 0, 0, 0, 1, 2, 3>>)
:more
iex> ADS.AMS.decode(<<0, 0, 12, 0, 0, 0>> <> <<0::96>>)
{:error, :invalid_length}

  



    

  
    
      
    
    
      encode(packet, framing \\ :tcp)



        
          
        

    

  


  

      

          @spec encode(t(), framing()) :: binary()


      


A packet as bytes to send.

  



  
    
      
    
    
      request_flags()



        
          
        

    

  


  

      

          @spec request_flags() :: 4


      


The state flags of a request, 0x0004.

  



  
    
      
    
    
      response?(ams)



        
          
        

    

  


  

      

          @spec response?(t()) :: boolean()


      


Whether a packet is a response, by the lowest bit of its state flags.
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          @spec response_flags() :: 5


      


The state flags of a response, 0x0005.

  


        

      


  

    
ADS.Command 
    



      
The nine ADS commands: the data of their requests and of the responses to them, inside AMS
packets (see ADS.AMS). All numbers are little-endian.
A request is a tuple, and its result is a value:
	Request	Command	Result
	:read_device_info	1	{:ok, %{name: name, version: {major, minor, build}}}
	{:read, index_group, index_offset, length}	2	{:ok, binary}
	{:write, index_group, index_offset, binary}	3	:ok
	:read_state	4	{:ok, %{ads_state: state, device_state: integer}}
	{:write_control, ads_state, device_state, binary}	5	:ok
	{:add_notification, index_group, index_offset, length, mode, max_delay, cycle_time}	6	{:ok, handle}
	{:delete_notification, handle}	7	:ok
	{:read_write, index_group, index_offset, read_length, binary}	9	{:ok, binary}

Command 8, the device notification, goes the other way: a device sends it, unasked and
unanswered, with the samples of the notifications a client added (decode_notification/1).
The mode of a notification is :cyclic, every cycle time, or :on_change, checked every cycle
time; Beckhoff's documentation calls them ADSTRANS_SERVERCYCLE (3) and ADSTRANS_SERVERONCHA (4).
Its max delay and cycle time are in units of 100 ns on the wire, as in the ADS-DLL's
AdsNotificationAttrib and its samples, where a cycle time of 10000000 is a second; the ADS spec's
table of the command says 1 ms, which the TwinCAT devices don't follow.
iex> ADS.Command.encode_request({:read, 0x4020, 0, 4})
{2, <<0x20, 0x40, 0, 0, 0, 0, 0, 0, 4, 0, 0, 0>>}
iex> ADS.Command.decode_response({:read, 0x4020, 0, 4}, <<0::32, 4::32-little, 42::32-little>>)
{:ok, <<42, 0, 0, 0>>}
iex> ADS.Command.decode_response({:read, 0xF005, 7, 4}, <<0x10, 0x07, 0, 0>>)
{:error, :device_symbol_not_found}
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        mode()

      


    


    
      
        request()

      


    


    
      
        result()

      


    


    
      
        stamp()

      


        The samples of a device notification: a timestamp, and each notification's data.



    





  
    Functions
  


    
      
        command_id(arg1)

      


        The command id of a request: 1 to 9, as in the AMS header.



    


    
      
        decode_notification(arg1)

      


        The stamps of a device notification, each with the samples taken at its time, or :error for
data that isn't one. A sample of no data says that its handle is no longer valid: the device
sends one such, once, when its variable goes away, as after an online change.



    


    
      
        decode_response(arg1, data)

      


        The result of a request from the data of its response. A result other than 0 is the error of
that return code; a response that doesn't fit the request, such as a read that gives more than
asked for, is {:error, {:invalid_response, data}}.



    


    
      
        encode_notification(stamps)

      


        A device notification's data, from its stamps: the inverse of decode_notification/1, for
tests and for those who play a device.



    


    
      
        encode_request(request)

      


        The command id and data of a request. Raises ArgumentError for one that doesn't fit the
protocol, such as an index group past 32 bits.



    


    
      
        from_filetime(time)

      


        A FILETIME, 100 ns intervals since 1601-01-01 in UTC, as a DateTime, or nil for one it can't
hold.



    


    
      
        to_filetime(datetime)

      


        A DateTime as a FILETIME.
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          @type index_group() :: ADS.index_group()


      



  



  
    
      
    
    
      index_offset()



        
          
        

    

  


  

      

          @type index_offset() :: ADS.index_offset()


      



  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: :cyclic | :on_change | 0..4_294_967_295


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() ::
  :read_device_info
  | {:read, index_group(), index_offset(), 0..4_294_967_295}
  | {:write, index_group(), index_offset(), binary()}
  | :read_state
  | {:write_control, ADS.state(), 0..65535, binary()}
  | {:add_notification, index_group(), index_offset(), 0..4_294_967_295, mode(),
     0..4_294_967_295, 0..4_294_967_295}
  | {:delete_notification, 0..4_294_967_295}
  | {:read_write, index_group(), index_offset(), 0..4_294_967_295, binary()}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: :ok | {:ok, term()} | {:error, ADS.error()}


      



  



  
    
      
    
    
      stamp()



        
          
        

    

  


  

      

          @type stamp() :: {DateTime.t() | nil, [{handle :: 0..4_294_967_295, binary()}]}


      


The samples of a device notification: a timestamp, and each notification's data.
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      command_id(arg1)



        
          
        

    

  


  

      

          @spec command_id(request() | :device_notification) :: 1..9


      


The command id of a request: 1 to 9, as in the AMS header.

  



  
    
      
    
    
      decode_notification(arg1)



        
          
        

    

  


  

      

          @spec decode_notification(binary()) :: {:ok, [stamp()]} | :error


      


The stamps of a device notification, each with the samples taken at its time, or :error for
data that isn't one. A sample of no data says that its handle is no longer valid: the device
sends one such, once, when its variable goes away, as after an online change.
The timestamps are FILETIMEs, in UTC, here a DateTime with microseconds, the last digit of its
100 ns dropped; or nil for one past what DateTime can hold.

  



  
    
      
    
    
      decode_response(arg1, data)



        
          
        

    

  


  

      

          @spec decode_response(request(), binary()) :: result()


      


The result of a request from the data of its response. A result other than 0 is the error of
that return code; a response that doesn't fit the request, such as a read that gives more than
asked for, is {:error, {:invalid_response, data}}.

  



  
    
      
    
    
      encode_notification(stamps)



        
          
        

    

  


  

      

          @spec encode_notification([stamp()]) :: binary()


      


A device notification's data, from its stamps: the inverse of decode_notification/1, for
tests and for those who play a device.

  



  
    
      
    
    
      encode_request(request)



        
          
        

    

  


  

      

          @spec encode_request(request()) :: {1..9, binary()}


      


The command id and data of a request. Raises ArgumentError for one that doesn't fit the
protocol, such as an index group past 32 bits.

  



  
    
      
    
    
      from_filetime(time)



        
          
        

    

  


  

      

          @spec from_filetime(non_neg_integer()) :: DateTime.t() | nil


      


A FILETIME, 100 ns intervals since 1601-01-01 in UTC, as a DateTime, or nil for one it can't
hold.
iex> ADS.Command.from_filetime(116_444_736_000_000_000)
~U[1970-01-01 00:00:00.000000Z]

  



  
    
      
    
    
      to_filetime(datetime)



        
          
        

    

  


  

      

          @spec to_filetime(DateTime.t() | nil) :: non_neg_integer()


      


A DateTime as a FILETIME.

  


        

      


  

    
ADS.NetId 
    



      
AMS NetIds: six numbers from 0 to 255, written with dots like an IP address with two more parts,
and sent as six bytes in that order.
iex> ADS.NetId.parse("172.16.17.10.1.1")
{:ok, <<172, 16, 17, 10, 1, 1>>}
iex> ADS.NetId.to_string(<<5, 36, 69, 176, 1, 1>>)
"5.36.69.176.1.1"
iex> ADS.NetId.parse("10.0.0.5")
:error
A NetId is configured on each system, and is often its IP address with .1.1 added, which
from_ip/1 makes.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A NetId as sent: six bytes.



    





  
    Functions
  


    
      
        from_ip(arg)

      


        The NetId made from an IPv4 address by adding .1.1.



    


    
      
        parse(string)

      


        Parses a NetId written with dots.



    


    
      
        parse!(string)

      


        Parses a NetId, raising ArgumentError for one that isn't.



    


    
      
        to_string(net_id)

      


        A NetId written with dots.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: <<_::48>>


      


A NetId as sent: six bytes.

  


        

      

      
        Functions


        


  
    
      
    
    
      from_ip(arg)



        
          
        

    

  


  

      

          @spec from_ip(:inet.ip4_address()) :: t()


      


The NetId made from an IPv4 address by adding .1.1.
iex> ADS.NetId.from_ip({10, 0, 0, 5})
<<10, 0, 0, 5, 1, 1>>

  



  
    
      
    
    
      parse(string)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, t()} | :error


      


Parses a NetId written with dots.

  



  
    
      
    
    
      parse!(string)



        
          
        

    

  


  

      

          @spec parse!(String.t()) :: t()


      


Parses a NetId, raising ArgumentError for one that isn't.

  



  
    
      
    
    
      to_string(net_id)



        
          
        

    

  


  

      

          @spec to_string(t()) :: String.t()


      


A NetId written with dots.

  


        

      


  

    
ADS.Sum 
    



      
Sum commands: many reads, writes, or read-writes in one ADS read-write, to an index group of the
system services with the number of them as index offset.
	Index group	Write data	Read data
	0xF080, reads	each {index_group, index_offset, length}	the return codes, then the data of each
	0xF081, writes	each {index_group, index_offset, length}, then the data of each	the return codes
	0xF082, read-writes	each {index_group, index_offset, read_length, write_length}, then the data written	each return code and length read, then the data read

Each part of the request and of the response is the same 32-bit little-endian numbers as the
single commands'. Beckhoff recommends at most 500 at a time (max/0): a device does them all
before its next cycle.
The results come in the order asked, each {:ok, data} or :ok, or {:error, name} with its
return code:
iex> reads = [{0x4020, 0, 2}, {0x4020, 8, 1}]
iex> {:read_write, 0xF080, 2, 11, _headers} = ADS.Sum.read(reads)
iex> ADS.Sum.decode_read(reads, <<0::32, 0x703::32-little, 7, 0, 0>>)
{:ok, [{:ok, <<7, 0>>}, {:error, :device_invalid_offset}]}

      


      
        Summary


  
    Functions
  


    
      
        decode_read(reads, data)

      


        The results of sum reads, from the data of the response. A device gives the data of each read
in full, but one that gives none for those that failed is understood too.



    


    
      
        decode_read_write(items, data)

      


        The results of sum read-writes, from the data of the response.



    


    
      
        decode_write(writes, data)

      


        The results of sum writes, from the data of the response.



    


    
      
        max()

      


        The most sub-commands Beckhoff recommends in one sum command: 500.



    


    
      
        read(reads)

      


        A request of sum reads, each {index_group, index_offset, length}.



    


    
      
        read_write(items)

      


        A request of sum read-writes, each {index_group, index_offset, read_length, data}, as for
getting many handles at once.



    


    
      
        write(writes)

      


        A request of sum writes, each {index_group, index_offset, data}.



    





      


      
        Functions


        


  
    
      
    
    
      decode_read(reads, data)



        
          
        

    

  


  

      

          @spec decode_read(
  [{ADS.index_group(), ADS.index_offset(), non_neg_integer()}],
  binary()
) ::
  {:ok, ok: binary(), error: ADS.error()}
  | {:error, {:invalid_response, binary()}}


      


The results of sum reads, from the data of the response. A device gives the data of each read
in full, but one that gives none for those that failed is understood too.

  



  
    
      
    
    
      decode_read_write(items, data)



        
          
        

    

  


  

      

          @spec decode_read_write([term()], binary()) ::
  {:ok, ok: binary(), error: ADS.error()}
  | {:error, {:invalid_response, binary()}}


      


The results of sum read-writes, from the data of the response.

  



  
    
      
    
    
      decode_write(writes, data)



        
          
        

    

  


  

      

          @spec decode_write([term()], binary()) ::
  {:ok, [:ok | {:error, ADS.error()}]} | {:error, {:invalid_response, binary()}}


      


The results of sum writes, from the data of the response.

  



  
    
      
    
    
      max()



        
          
        

    

  


  

      

          @spec max() :: 500


      


The most sub-commands Beckhoff recommends in one sum command: 500.

  



  
    
      
    
    
      read(reads)



        
          
        

    

  


  

      

          @spec read([{ADS.index_group(), ADS.index_offset(), non_neg_integer()}]) ::
  ADS.Command.request()


      


A request of sum reads, each {index_group, index_offset, length}.

  



  
    
      
    
    
      read_write(items)



        
          
        

    

  


  

      

          @spec read_write([
  {ADS.index_group(), ADS.index_offset(), non_neg_integer(), binary()}
]) ::
  ADS.Command.request()


      


A request of sum read-writes, each {index_group, index_offset, read_length, data}, as for
getting many handles at once.

  



  
    
      
    
    
      write(writes)



        
          
        

    

  


  

      

          @spec write([{ADS.index_group(), ADS.index_offset(), binary()}]) ::
  ADS.Command.request()


      


A request of sum writes, each {index_group, index_offset, data}.

  


        

      


  

    
mix ads.info 
    



      
Finds the PLCs on the network, as mix ads.route does, and shows what one's system service
answers: its version and state, its host name and its network adapters. It answers only to a
machine it has a route for, which mix ads.route adds.
$ mix ads.info 10.0.0.5
CX-1234AB (10.0.0.5), 5.36.69.176.1.1

  TwinCAT System 3.1.4026, in run
  Host name  CX-1234AB

  Adapter                                       MAC                DHCP  Addresses
  TwinCAT-Intel PCI Ethernet Adapter (Gigabit)  00:01:05:76:34:AE  no    10.0.0.5/24
                                                                         gateway 10.0.0.1

--resolve looks a host name up on the PLC, with its DNS and hosts file, as often as given:
$ mix ads.info 10.0.0.5 --resolve scada-1 --resolve nowhere.invalid
  scada-1          10.0.0.7
  nowhere.invalid  not found

Options
	--state, --host-name, --adapters - show only these; all three if none is given, nor
--resolve
	--resolve NAME - the address the PLC finds for a host name
	--net-id - this machine's NetId, as the PLC's route has it, if not its address with .1.1
	--search - where to search, a broadcast address or a PLC's, as often as needed (default
every network this machine is on)
	--yes, -y - take the only PLC that answers without asking
	--codepage - of the PLC's strings, such as windows-1251, if not Windows-1252 (see
ADS.Codepage)
	--timeout - how long to wait for answers over UDP, in ms (default 2000 for the search,
5000 otherwise)
	--tcp-port, --udp-port - if not 48898 and 48899


      




  

    
mix ads.route 
    



      
Finds the PLCs on the network, and adds a route on one for this machine with the login of a user
on it, so that ADS.Client can connect; then connects, to see that it can:
$ mix ads.route
Searching for PLCs...

  1  CX-1234AB   10.0.0.5   5.36.69.176.1.1
  2  DESKTOP-B9  10.0.0.9   10.0.0.9.1.1

PLC (1-2, or an address): 1
User [Administrator]:
Password:
This machine's NetId [10.0.0.7.1.1]:
Route name [scada-1]:
Adding a route on CX-1234AB (10.0.0.5)...
Connecting...
Connected to Plc30 App 3.1.4026, in run.

    {:ok, plc} = ADS.Client.start_link(host: "10.0.0.5", net_id: "5.36.69.176.1.1")

A firewall on this machine, such as ufw, may drop the PLCs' answers to the search, as they come
from another address than the broadcast went to; a PLC asked by its address answers through it.
Enter takes what's in brackets. A PLC given on the command line isn't searched for, and an
option given isn't asked for; --yes takes what's in brackets without asking:
$ mix ads.route 10.0.0.5 --yes

As with TwinCAT's own tools, the password goes over the network unencrypted. The search and the
route go over UDP port 48899 (see ADS.Discovery), and the connection over TCP port 48898.
Options
	--user, --password, --net-id, --name - as asked; a password given here is kept in
the shell's history
	--address - this machine's address as the PLC is to know it, as behind NAT (default the
address it sends from)
	--search - where to search, a broadcast address or a PLC's, as often as needed (default
every network this machine is on)
	--yes, -y - take what's in brackets without asking
	--no-connect - don't connect after
	--list - list the PLC's routes rather than add one, through this machine's route to it,
which it needs; no login is asked for
	--delete - delete the route rather than add it; the route of the name, which TwinCAT
deletes by, as it was added. If the PLC doesn't answer this machine over ADS, it has no
route for it, and nothing is asked or deleted; if it does, the login and name are asked for
as when adding, and it is to answer no more after, or the removal failed, as TwinCAT's
answer doesn't tell
	--timeout - how long to wait for answers over UDP, in ms (default 2000 for the search,
5000 otherwise)
	--tcp-port, --udp-port, --ams-port - if not 48898, 48899 and 851
	--codepage - of the PLC's strings, such as windows-1251, if not Windows-1252 (see
ADS.Codepage)
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